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The federal health information laws, known as "HIPAA," generally do not preempt (i.e., overrule) state laws that likewise regulate the use, disclosure, and protection of health and other information.  For many privacy officers, this aspect of HIPAA is most often considered in light of state laws that provide additional privacy protections to individuals, such as by requiring special protection for disclosures involving particular diseases or conditions (e.g., HIV/AIDS, mental health matters) or by providing additional protection to minors who, because of their condition, will be treated as adults for purposes of their health information (e.g., teenagers seeking medical advice or treatment regarding pregnancy).

Recent state legislative activity regarding information security breaches, however, requires that those persons responsible on campus for HIPAA compliance – in particular health information security officers and other compliance personnel – be aware of their respective state security breach notification laws and be prepared to take appropriate action should an event occur that triggers the notification requirements.

These security breach notification laws, which California first introduced in 2003 and now are in some form in over 20 states, require the party that has experienced an information security breach to notify those persons whose information has been affected.1  Along with the costs associated with investigating and addressing the cause of the breach and with notifying affected individuals, a significant amount of adverse publicity is frequently associated with such incidents.

Unlike breach notification laws, HIPAA does not require individuals to be notified that there has been a breach of security involving their information.  Instead, the HIPAA Privacy Rule requires a covered entity to mitigate, to the extent practicable, any harmful effect known to the covered entity that results from an improper use or disclosure of health information.  Whether such mitigation includes notifying the individuals whose information has been improperly used or disclosed is a matter for the covered entity to determine for itself – such notification is not required by HIPAA.

Consequently, academic institutions must be cognizant of, and comply with, the state laws – in addition to HIPAA – that regulate the health and related information that they collect, transmit, use, and disclose.  Complicating this compliance obligation is the states' differing approaches to the type of information that is regulated under the security breach notification laws.  Under California law, for example, individual notification is required to be made by any person or business that conducts business in California, and that owns or licenses computerized data, when a person's unencrypted personal information is acquired by an unauthorized person.  Importantly, personal information is defined as an individual's first name or first initial and last name in combination with the person's (i) social security number, (ii) driver's license or California ID card number, or (iii) account, credit, or debit card number in combination with the required security code or pass word.  In addition, publicly available information from federal, state, or local government records is not personal information under California law. A security breach involving encrypted information, or information that is not personal information as defined by the law, would not trigger the reporting requirements in California.

Many states define the personal information that the notification laws regulate in a manner similar to California's.  By way of contrast, however, North Dakota's definition of personal information contains certain additional elements, including the individual's date of birth.  As a consequence, the loss of medical records, which in many cases would not contain the elements that typically appear in data notification laws (e.g. credit card or similar financial information), could (at least in North Dakota) trigger breach notification requirements because of the presence of personal information (e.g., the patient's date of birth) among the lost or stolen records.    

Furthermore, while the public has focused its attention primarily on security breaches at large commercial enterprises, such as credit reporting bureaus and financial institutions, as well as at government agencies, the recent report for Congress by the Congressional Research Service highlights the fact that of the data security or identity thefts reported in the press since 2000, almost half involve institutions of higher education.2  Such incidents include the theft of university medical center laptops containing patient treatment information and the inadvertent posting of student names and social security numbers on a university website.  Among other things, these incidents suggest that while technical safeguards are an important aspect of information security, even the most sophisticated of such safeguards cannot insulate a college or university from security incidents that arise from carelessness or human error.



Compliance Tip:  Update Your Policies and Procedures
Colleges and universities in states with data notification laws should consider reviewing and updating their policies and procedures to reflect what steps will be taken in the event of a possible data security breach.  In particular, to the extent that current policies and procedures do not reflect the obligation to notify persons of a security incident, or the manner and timing of such a disclosure, they should be amended to do so.  Similarly, institutions in states that do not currently have such laws should continue to monitor legislative activity by their state assemblies.  Although fewer than half of the states currently have such laws in place, more than 2/3 of the states have had security breach notification legislation introduced for consideration within their respective assemblies. 



In the event of a security breach, academic institutions must be ready to assess their obligations both under applicable law and as set forth in their policies and procedures.  While processes will differ between organizations, typically a response to a security incident will include an assessment of the parties that must be informed of the breach and the required timing and form of the notice.  In California, like many states, notification must be provided to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  The timing of the delivery of the notice can vary considerably between the states, and includes standards such as the most expedient time possible and without unreasonable delay (many states have this standard, including AK, DE, and IL), and as soon as practicable, but no later than 10 days following the discovery of the unlawful acquisition of the information (FL). However, notwithstanding the foregoing standards, the states typically have recognized that the notification timeframe should be viewed in a manner that is consistent with the needs of law enforcement to investigate the breach, and with the measures that are reasonably necessary for the institution to assess the scope and nature of the breach and to restore the integrity of the data system. 

Finally, regarding the form of the notice, most states permit either written, electronic (provided it is in accordance with federal law regarding electronic records and signatures), or "substitute" notice (notice that is provided via electronic mail to the individual, in conjunction with a web site posting of the incident and notification published in, or broadcast by, statewide media).  Some states, such as Connecticut, also permit individuals to be notified by phone.  Colleges and universities should bear in mind that the failure to provide a security notification as required by state law could be viewed as a failure to provide any notice whatsoever.
------------------------------------------------------------------------

1 Security notification laws have been enacted in the following states: AK, CA, CT, DE, FL, GA (data brokers only), IL, IN (state agencies only), LA, ME, MN, MT, NV, NJ, NY, NC, ND, OH, RI, TN, TX, and WA.  Personal Data Security Breaches: Context and Incident Summaries, Congressional Research Service (Dec. 16, 2005) (hereafter, CRS Report).
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Related Resources
