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AN OUNCE OF RETENTION IS WORTH A POUND OF CURE:

SUBPOENA COMPLIANCE IN THE NEW AGE

By Peter Spivack
/

I.
introduction


This article begins with a cautionary tale.  Several years ago, I was representing a company in a high-profile criminal investigation.  Our knowledge of the investigation had started with a single telephone call by an investigator to a current employee.  As soon as that call came in, we told the company to suspend its document retention policies, and we contacted the investigator, who said that the investigation was preliminary and there had not yet been a referral to the Department of Justice.  Despite this statement from the investigator, we advised the company to suspend its document retention policies.  In the ensuing six months, there was no further contact from the government, but we conducted an internal investigation in which we collected and preserved hundreds of boxes and gigabytes of e-mails.


The first of the grand jury subpoenas hit seven months after the investigator’s phone call, and we reiterated the suspension order and took the back-up tapes out of service.  So what was the problem?  Like any company, our client had an automatic e-mail deletion policy.  The government seized upon the failure to suspend the automatic e-mail deletion policy after the investigator’s initial phone call to the current employee, and for several months we were distracted dealing with allegations of obstruction of justice.  Did I think for a moment that there was serious jeopardy from these claims?  No, but it was good for some sleepless nights and made me resolved to be that much more careful in the future so as to avoid giving the government what amounted to a tactical advantage. 
/  


This article discusses policies and procedures that counsel might advise a company to take so that a prudent and swift response awaits any unanticipated government inquiries.  Attached to this article are several documents that you may find useful in responding to government inquiries.  While sound business policies, internal audits, and other measures designed to ensure compliance with applicable statutes and regulations will limit a company’s exposure to criminal investigations, the discussion that follows and the attached documents will undoubtedly also be useful to any company faced with either the prospect or reality of unsolicited encounters with government officials.  The attached documents are designed to be only general guidelines, of course.

iI.
Grand Jury and administrative Subpoenas


Your client’s management may be familiar with a seemingly less intrusive means of gathering information during a criminal investigation, namely, grand jury subpoenas or administrative subpoenas.
/  While the issuance of a subpoena may on the surface appear less intrusive to the day-to-day operations of a company, depending on the actual terms of the request outlined in the subpoena, it may actually be far more invasive as to a company’s intellectual capital than a one-time government search.  Unlike a search warrant, no probable cause requirement exists for the issuance of a grand jury (or an administrative) subpoena.  Therefore, such requests are presumed to be reasonable, but they are often extremely broad.  In theory, a subpoena can be quashed if compliance would be unreasonable or oppressive, but such efforts to quash succeed infrequently in the criminal context. 


Grand jury subpoenas are issued either to collect documents (a subpoena duces tecum) or to compel testimony of company employees.   Such a document production or testimony request provides the company with the opportunity to prepare its responses or witnesses in advance, and to protect documents that are privileged and confidential from discovery.   The grand jury process provides plenty of notice that an investigation is about to commence and, therefore, sufficient time usually exists for consultation with in-house counsel and outside criminal counsel.


A. 
Subpoena to Produce Documents


In-house counsel may be used to receiving civil discovery requests as a routine aspect of their representation of the company.  However, upon receipt of a grand jury subpoena, the company’s response to the government should be immediately distinguishable from the often non-cooperative posture adopted by companies engaged in civil litigation.  Failing to promptly and forthrightly address a subpoena risks at a minimum the issuance of a search warrant and at the extreme may provide the basis for obstruction of justice charges against the company


The first step that must be undertaken upon receipt of a subpoena (if it has not been done already) is to send out immediately a communication to all employees who may have documents covered by the terms of the subpoena. 
/  The employees should be informed that such documents, whether in electronic or hard-copy form, must be retained indefinitely, regardless of other corporate document retention policies that may be in existence.  Such a communication should spell out explicitly that no document should be destroyed, shredded, removed, or altered in any manner until counsel for the company authorizes the resumption of standard retention practices, and that any violation of this directive will be incur disciplinary action, up to and including termination.  To protect the company from the actions of an errant employee, the suspension order should be sent out with a return acknowledgement required from every employee in either hard-copy or electronic form.  An example of such a suspension order and return acknowledgement is at Attachment 1.


Because virtually all companies have automatic deletion policies for e-mails and other electronic documents, the company must ensure that such policies are suspended.  In addition, because many electronic documents may exist only on back-up tapes that are routinely reused and overwritten, the company must takes steps to take existing backup tapes out of service and preserve them in a secure location.  As a result, it is extremely important to coordinate with the company’s information technology department.


The service of a subpoena may be presage the government’s attempts to interview current employees, and it is often useful to provide employees who may be contacted with an overview of what is known about the investigation and what their rights are in an investigation.  Such a discussion must be very carefully worded, of course, to avoid any suggestion or implication that the company is directing employees not to cooperate with an investigation.  An example of such a briefing is at Attachment 2.


A thorough collection and production process under the direction of outside counsel should follow quickly after a document retention communication has been sent out.  A fair and reasonable interpretation of the text of the subpoena should be made so that potential sources of responsive documents can be identified and searched.  Again, the company should generally resist the temptation to provide overly technical interpretations to subpoena language as might be done with a civil discovery request.  Outside counsel will be able to help in this process by directly negotiating with the government regarding the scope of the subpoena and the date when such documents will be produced, as well as clearing up any potential confusion created by the drafting of the subpoena.  


The production process should include the copying and Bates numbering of all documents, including electronic records, as well as a substantive review of the content of the produced documents so that the company and outside counsel can assess the potential areas of investigation and exposure to the company.  During the collection process, privileged documents should be separated out and a log explaining the basis of the privilege being asserted should be drafted and provided to the government.  Failure to properly identify and segregate privileged documents can lead to unintentional production of such materials and claims of waiver.  Inadvertent production can have drastic consequences, including possibly preventing the company from asserting privilege for any document that relates to the subject matter of the improperly produced document.   

Subpoenas will often require the production of documents that contain a company’s trade secret, proprietary, and/or confidential information.  Although documents provided under a grand jury subpoena are protected from disclosure by the government by Fed. R. Crim. P. 6(e), the government may seek to show sensitive documents to employees of competitors during interviews.  Similarly, documents provided under an administrative subpoena are not subject to Rule 6(e).  As a result, it is important for counsel producing documents to mark appropriate documents as “Trade Secret/Confidential” and put the government on notice that the company is claiming the protections of the FOIA exemption for trade secret, proprietary, and/or confidential information 
/ and of 18 U.S.C. § 1905. 
/  In some cases involving highly sensitive information, the government will agree to a protective order.  An example of such a protective order is at Attachment 3.

B.
Negotiating the Subpoena

Government subpoenas are often written to be extremely broad and, if complied with literally, would impose an enormous expense and burden on the company.  As a result, it is incumbent upon counsel to negotiate the scope of the subpoena with the government.  In order to do so, however, counsel must have a thorough understanding of the potentially responsive document.

First, counsel should gain a thorough understanding of the documents that the companies generate and retain that will be relevant to the inquiry.  This is actually a multi-step process.  Initially, counsel must learn enough about the types of documents that exist to narrow the subpoena to a manageable scope through conversations and/or interviews with company employees.  (In learning about the types of documents that exist, counsel must also learn about the company’s sensitivities to producing such documents for such reasons as confidentiality and trade secret protection.)   


Second, counsel should negotiate with the government to narrow the scope of the subpoena.  Although counsel often can identify a number of requests that are potentially overbroad, counsel will need to reassess those preliminary views after understanding the types of documents that exist and any sensitivity to producing them.  Counsel should request an in-person meeting to negotiate scope of the subpoena and will also discuss with the government its priorities for categories of documents to be produced and a “rolling” production schedule that will allow us to produce the documents over an extended time period.  One can then turn to the collection, review, and production.  A sample document collection and review plan is attached at Attachment 4.


While undertaking the steps discussed above, counsel will need to work on the third aspect of the case:  preparation of the company’s defense for an eventual presentation to the government.  

C.
Custodians of Record


One step that is critical not to overlook is the designation, at an early stage in subpoena compliance, of an employee who can serve as the custodian of records for testimony before the grand jury or certification of subpoena compliance.  Ideally, the custodian of records should be an employee who is involved in each stage of document collection, review, and production, who is not a percipient witness to the events at issue in the investigation, and who is not a member of the legal department.  In white collar cases, the government often requires an individual from the company to be able to testify, in person or by affidavit, about the details of document collection, review, and production.  Given the complexity involved in many document productions, attempting to teach the details of the production process to the document custodian after the fact may simply be impracticable.  A sample of the subpoena compliance affidavit used by the Antitrust Division is attached at Attachment 5.

D.
Subpoena to an Individual to Testify Before a Grand Jury


If an employee receives a subpoena to provide testimony before a grand jury reporting to the company and his knowledge of the company, the company can offer to provide an outside attorney to represent the employee.  The company should not directly or indirectly ask an employee to testify in a certain way, nor interact with the employee in a way that might create the impression that an employee is being pressured to give specific testimony.  Because the conflict rules in criminal cases are more stringent than in civil cases, the company should retain an outside attorney from a separate law firm than company counsel to represent the employee and help assess any potential personal criminal liability that might exist.  Ideally, whenever counsel must be hired for such individuals, the process is best coordinated by outside company counsel handling the investigation who will look for attorneys experienced in criminal law capable of independently representing their client while still cooperating, to the extent permissible, with the company.  In some cases, an employee may have to consider asserting his or her 5th Amendment right not to incriminate himself or herself before the grand jury.  Further, the attorney for an affected individual will be able to discuss with the government the possibility of immunizing the employee in exchange for testimony.  


Generally, the company will control a large amount of the background information that is relevant to the investigation and therefore potentially useful to the employee in preparing to testify.  That reality often provides a sufficient basis for the employee’s outside counsel and the company to cooperate, allowing the company to remain both involved in the preparation of the employee and aware of the ultimate content of the testimony.  Often, one attorney can represent several employees as long as the employees are not subjects or targets.  Advancing legal fees for individuals may not be mandatory, but is often advisable.  Indemnification rights of employees, officers and directors are governed by state law and may be addressed in the company by-laws.  Certain procedural requirements typically apply to the process of advancing fees to and/or indemnifying individuals.  It is therefore advisable to seek guidance from experienced corporate counsel before making those decisions or taking such action.

iii.
CONCLUSION


Every step of the defense is important preparation for the possibility of a trial and/or for the successful negotiation of a desirable result with the government.  Subpoena compliance can set the tone for an investigation – and careful procedures can avoid pitfalls that will cause unwelcome distractions.  

ATTACHMENT 1

[SAMPLE]

DOCUMENT RETENTION POLICY SUSPENSION ORDER

TO:
[Insert departments/company business units]

FROM:
[NAME], Esq.


Vice President, General Counsel, and Secretary

DATED:
[Insert]

[On [insert date], the Company received subpoenas from the Office of the Inspector General of the United States Department of Health and Human Services.  The subpoenas request a number of specific patient files, as well as documents from 1998 to the present relating to [patient, admission, retention, and/or billing] [OR]

· [Insert description from subpoena]]

[In accordance with the Company’s {insert name of document retention policy}, this Suspension Order is being issued at the instruction of the General Counsel’s Office.]  Effective today, you should retain any and all documents (electronic and hard copies) and e-mails and attachments within these dates in any way related to [patient, admission, retention, and/or billing] until further notice.  All such records are suspended from disposition and shall not be destroyed under any circumstances.    

It is extremely important that any document relating to the [patient, admission, retention, and/or billing] be retained.  Do not destroy or dispose of any material relating to [patient, admission, retention, and/or billing], whether contained in a hard copy of the document, on e-mail, on a hard-drive or computer diskette, or in any other storage media, and whether a draft, a final, or even a duplicate copy of a document.  If you have any questions about whether a document should be retained, please contact [insert name], [position], at __ as soon as possible.

This Suspension Order supersedes all existing instructions with regard to the Company’s records retention policies and will remain in force until further notice.

Thank you for your cooperation and assistance.

CERTIFICATION OF COMPLIANCE WITH 

DOCUMENT RETENTION POLICY SUSPENSION ORDER

TO:
Office of General Counsel

FROM:
[Insert name]

I hereby certify that I have received a copy of the Document Retention Policy Suspension Order dated [insert] and that I will comply with it.  I further certify that I will advise [the Office of General Counsel/Chief Compliance Officer] if I become aware of any instances in which I or anyone else fails to comply with that Order.

Signed:
__________________

Name: 
__________________

Dated:
__________________

ATTACHMENT 2 

[SAMPLE]

EMPLOYEE BRIEFING


The government is conducting an investigation of our ______________ relating to ________________.  The investigation is being conducted by the [government agencies].


The company is cooperating with the government.  We believe that ultimately this investigation will conclude that we have done nothing wrong.  However, we must take care that the government not receive incorrect or incomplete information.


It is common in investigations of this nature for the government to try to talk to employees of the company being investigated.  Sometimes, government agents try to contact employees outside the workplace, even in their homes.  We have no reason to believe that any individual employee is a target of the investigation at this time.


You have the right to decline to talk to government agents if you wish.  Perhaps more importantly, you have the right to consult with a lawyer before deciding whether to talk to government agents.  Investigations like this are not run-of-the-mill legal matters.  Therefore, you will be best served if any lawyer who you might retain has experience in matters of this nature.  We have a list of qualified attorneys and will provide you with the name of one if you wish.  If you meet with a lawyer and you feel uncomfortable, for any reason, let us know and we will give you the name of another lawyer.  In appropriate instances, the company will pay for your counsel.  Please be assured that this lawyer will be acting for you and not the company.  The discussions that you have with your lawyer will remain between you and your lawyer unless you tell your lawyer that it is all right to share information with others.  These lawyers will put your personal interests before the interests of the company.


It is imperative that whatever the government might be told, it must be truthful and accurate.  Lying to government agents is a crime and can be harmful to the company as well as to the individual who lies.  Similarly, information that may be inaccurate because it is based on speculation or rumor could have unintended harmful consequences.


All this being said, you remain free to talk to the government if you wish.  We have asked the government lawyers to tell us the names of employees with whom they wish to speak.  However, they are under no obligation to do so.  If you are contacted by the government, please inform [insert the name of inside and/or outside counsel] regardless of whether you decide to talk to them.

ATTACHMENT 3

[SAMPLE]

PROTECTIVE ORDER

United States District Court
for the NORTHERN DISTRICT OF CALIFORNIA


)

IN THE MATTER OF GRAND JURY 
)

SUBPOENA DUCES TECUM  
)
Misc. Case No. 

ISSUED [DATE]
)
(UNDER SEAL)




)

STIPULATED PROTECTIVE ORDER

The United States and [the Company], have consented to the entry of this Protective Order so as to protect and preserve certain trade secret and confidential and proprietary information, as required by 18 U.S.C. § 1905, that may be produced or revealed by [the Company] (or its employees) pursuant to a grand jury subpoena (the “Confidential Information”).


IT IS HEREBY ORDERED that the following provisions shall govern the handling of the Confidential Information and documents in this investigation and any subsequent litigation:

1. Counsel of record for [the Company] may designate as confidential any information (regardless of form) comprising, memorializing or relating to any Confidential Information produced by [the Company] (or its employees) in response to a grand jury subpoena.  As used herein, the term “Confidential Information” is limited to the following: (a) trade secrets; (b) proprietary information; (c) management techniques, and (d) financial information.  Such Confidential Information may be designated by [the Company] as Confidential in writing, or orally if the evidence is sought or given as part of grand jury testimony or other formal judicial proceeding.  Confidential Information shall refer to all such designated information, whether revealed in a document, in an answer to a grand jury question, or otherwise.

2. All Confidential Information (regardless of form) produced or revealed shall be used by the government only for the limited purpose of the conduct of this investigation and the prosecution of any criminal charges arising out of this investigation and may not be used by the government or its attorneys or agents for any other purpose or furnished to anyone else for any other purpose.  Moreover, nothing herein is nor shall it be construed as a waiver to oppose production of any information on any other basis.

3. Information designated as Confidential shall be identified as such by the word “Trade Secret Confidential” or “Subject to Protective Order.”  Such word or words shall be placed on or affixed to each document and page thereof that contains confidential information.  Testimony given at a grand jury or other judicial proceeding may be designated as Confidential by an appropriate statement at the time of the giving of such testimony.  Information not initially designated as Confidential may be so designated later in writing. 

4. Confidential Information and any notes, summaries, memoranda, exhibits, or other documents that include or describe Confidential Information, shall be retained by counsel for the parties and, except for the persons described as follows, shall not be disclosed to any person:


a.
The Court and its staff assigned to this case;


b.
Outside counsel (including counsel for individual employees of [the Company]), their partners, associates, legal assistants, and staff involved in this investigation or the prosecution of criminal charges arising out of this litigation;


c.
In-house counsel; 


d.
Independent experts retained in connection with this investigation or the prosecution of criminal charges arising out of this litigation; 


e.
Potential witnesses in this investigation or the prosecution of criminal charges arising out of this litigation; and


f.
Law enforcement officials designated to investigate this investigation or the prosecution of criminal charges arising out of this litigation.

Under no circumstances shall such Confidential Information be used for any purpose other than in this investigation or the prosecution of criminal charges arising out of this investigation absent an Order from this Court.  Persons to whom access to Confidential Information is given pursuant to this Order shall keep such information and any copies, abstracts, or summaries thereof secure in accordance with the purposes and intent of this Order.

5. Prior to the disclosure of Confidential Information to any person pursuant to paragraph 3 of this Order, that person shall first receive and read a copy of this Order and agree to be bound by its terms.  The government shall maintain a list of all persons to whom Confidential Information is disclosed.  Also, the government shall notify all persons listed in paragraph 3 of this Order of Confidential Information disclosed to them that is covered by this Order.

6. All exhibits or other materials filed in this matter that contain designated Confidential Information and all portions of all pleadings, motions, briefs, memoranda, or other documents filed in this matter purporting to reproduce or paraphrase Confidential Information, shall be filed in sealed envelopes or other appropriate sealed containers on which shall be endorsed the title of this action, an indication of the nature of the contents of such sealed envelope or other container, the words “CONFIDENTIAL--PROTECTIVE ORDER,” and a statement substantially in the following form:

This envelope contains information that has been designated as CONFIDENTIAL.  It is not to be opened and its contents are not to be disclosed to any person other than the Court and its staff except by order of the Court, or upon stipulation of the parties.
7. If the government disagrees with [the Company]’s designation of any information as Confidential, the information shall be kept confidential unless the government moves for relief from this Order with respect to such information and the Court grants such relief.  The government reserves the right to challenge [the Company]’s designation of any documents or information as “Confidential.”

8. After the final termination of this action and unless the parties agree otherwise, the government shall, within 30 days of receipt of a written request from [the Company]:

(a)  assemble and make available for return to [the Company] all materials and documents produced, revealed, or seized containing Confidential Information, as well as any copies thereof; and keep confidential, in accordance with this Agreement, every portion of other materials, memoranda or documents purporting to reproduce or paraphrase Confidential Information produced, revealed, or seized; or

(b)  destroy all materials and documents produced, revealed, or seized containing Confidential Information, including, but not limited to, every portion of other materials, memoranda or documents purporting to reproduce or paraphrase Confidential Information; and

(c)  disclose the identity of any person to whom disclosure of Confidential Information was made; and

(d)  certify in writing that the above-listed procedures have been followed and completed.

9. Disclosure of any Confidential Information in any court proceeding shall not cause a loss of status as Confidential Information, and the parties shall take all reasonable steps to protect against subsequent disclosures.  Moreover, disclosure of Confidential Information by [the Company] to a third party in the operation of its business shall not cause Confidential Information to lose its protection under this Order.

CONSENTED TO:

	___________________________________

Assistant United States Attorney

U.S. Attorney’s Office for the

Northern District of California

450 Golden Gate Avenue

San Francisco, CA 94102

Attorneys for the United States


	____________________________________

Peter Spivack, Esq.

Hogan & Hartson L.L.P

555 13 Street, N.W.

Washington, DC 20004

Attorneys for [the Company] 


ORDER


It is so ORDERED.

Done and dated this ____ day of ___________________, 2005.







BY THE COURT:







_________________________________






United States District Court Judge

ATTACHMENT 4 

[SAMPLE]

MEMORANDUM

TO:
[CLIENT]

FROM:
Hogan & Hartson L.L.P.

DATE:
[DATE]

RE:
Action Plan for Production of Documents in Federal Investigation 

________________________________________________________________________


This action plan has been prepared by Hogan & Hartson to outline the logistics of producing documents pursuant to the subpoena from the United States Attorney for the District of [INSERT].

1. Identify team members - attorneys and paralegals from Hogan & Hartson

2. Identify and interview key custodians of documents

· assess scope of review, location of files, and resources needed

· create a list of locations containing potentially responsive and/or potentially relevant documents, including regional offices, individual offices, central filing locations, storage sites, and computerized data storage units

· consider extent to which the fruits of previous production efforts may be relevant

· refine document review process

3. Negotiate scope of subpoena with government 

4. Prepare memorandum to employees outlining review process and steps necessary to prepare for review

· overview and explanation of collection of documents

· any preparation necessary for the on-site collection of documents

· instructions regarding personal vs. business documents, including any documents and e-mails or other electronically maintained information which may be in home offices or otherwise off-site

· flag documents which need to be immediately copied to serve day-to-day business purposes

· flag documents which contain confidential information or trade secrets

· identify in-house counsel team member as contact for questions

· confirm non-destruction of documents

5. Assign and educate associate/paralegal search teams

· prepare a memorandum listing criteria for identifying potentially responsive and/or potentially relevant documents, including analyses of subpoena and legal issues; this should include document requests from Texas subpoena

· brief the search teams

· assign locations

6. On-site document review

· search teams dispatched to each location identified in ¶ 2

· documents that are potentially responsive to the subpoena and/or potentially relevant to the case will be pulled along with the original file folders and placed in bankers boxes 

· bankers boxes will be labeled with the custodian’s name, the original location of the file, the search team’s initials, and the date of the collection

· if the custodian has designated documents which need to be photocopied immediately in order to permit day-to-day business to proceed, these documents will be photocopied on-site 

· once all of the documents have been collected from a particular location (i.e. John Doe’s office), bankers boxes from that location will be transported as a group to the on-site war room

7. Collection and initial review of documents in on-site war room

· bankers boxes coming into the war room will be sequentially numbered and entered on a central log containing:  box number, custodian’s name, original location of the files, search team’s initials, date of collection

· these original documents will be reviewed to determine whether they are potentially responsive and/or potentially relevant

· documents that are both non-responsive and irrelevant will be pulled out of the bankers boxes and labeled for return to the custodian

· if the search uncovers any readily identifiable, large groups of documents which appear to be responsive, but are essentially non-consequential, they will be shipped straight to the law firm without having been Bates stamped or photocopied

· otherwise, potentially responsive and/or potentially relevant documents will be sent to an outside vendor who will make an exact duplicate (i.e. new folders created exactly like the originals and the copies will be put in bankers boxes labeled exactly like the original)
· possibly scan and code all documents that are to be produced or follow procedure in ¶ 9
· the originals will be sequentially Bates stamped in the left corner (“internal Bates numbers”); file folders and post-its will be separately Bates stamped in the sequence in which they appear in the file
· the vendor will record the internal Bates numbers on the central log
· the original Bates stamped documents will be shipped to the law firm on a rolling basis; the copies will be returned to the custodian
8. Review of potentially responsive documents for production to the government and for relevance

· as to any documents that were not Bates stamped, the government will be provided an opportunity to review these documents at the law firm’s offices; if copies are requested, these documents will then be Bates stamped and produced
· documents received from the vendor will be reviewed by senior members of the team and responsive documents will be designated for production to the government

· relevant and/or produceable documents will be designated as being of high, medium, or low importance

· a privilege log will be developed for any documents being withheld

· documents to be produced will be assembled and organized as required by the subpoena

· documents to be produced will be sent to outside vendor; originals will be Bates stamped with the production prefix (both sets of Bates numbers will appear on the original)

· a photocopy will be made of the entire set of documents to be produced; the internal Bates numbers will not appear on the copies produced to the government

9. Coding of documents

· develop fields for coding

· code and scan all documents produced and otherwise identified as relevant (see ¶ 7) OR
· code and either scan or OCR-input documents designated as high importance

· code documents designated as medium importance 

· documents designated as low importance will not be coded

10. Transmit “hot documents” for analysis to legal issues coordinator as soon as they are identified

11. Virtual Private Network

· action plan to be developed by mid-July 

ATTACHMENT 5 

[SAMPLE]

SUBPOENA COMPLIANCE AFFIDAVIT

IN RE GRAND JURY INVESTIGATION

IN THE UNITED STATES DISTRICT COURT

FOR THE MIDDLE DISTRICT OF FLORIDA

STATE OF FLORIDA

COUNTY OF PINELLAS

AFFIDAVIT OF COMPLIANCE
[NAME], being first duly sworn, hereby deposes and says:

1. I am the [INSERT TITLE] for [the Company], and in this position I have been assigned the responsibility for the Company’s compliance with the subpoena duces tecum dated October 1, 2001 (the “Subpoena”), which was served upon the Company and which calls for the production of certain documents before a Grand Jury of the above Court.

2. I supervised compliance by the Company with the Subpoena in coordination with the Company’s outside counsel, Hogan & Hartson, LLP.  To the best of my knowledge, information, and belief, the documents bearing the numbers listed in Attachment A, in addition to those listed on privilege logs previously submitted, constitute all documents in the possession, custody, or control of the Company that fall within the terms of the Subpoena, as interpreted by subsequent letters and e-mails with the United States Department of Justice.  To the best of my knowledge, information, and belief, compliance with the Subpoena, as interpreted and limited by subsequent letters and e-mails with the United States Department of Justice, has been completed.

3. The documents furnished in compliance with the Subpoena were kept by the Company in the course of its regularly conducted business activity, and it was the Company’s regular practice to make or keep such documents.

4. I was also asked by the Company to certify the production of certain documents that were in the possession of certain outside counsel employed by the Company, and were collected and reviewed by the Company’s outside counsel.  To the best of my knowledge, information, and belief, the documents bearing the numbers on the following attachments, in addition to those on privilege logs previously submitted, constitute all of the documents in the possession, custody, or control of the enumerated outside counsel that fall within the terms of the subpoena, as interpreted and limited by subsequent letters and e-mails with the United States Department of Justice:  [INSERT DESCRIPTION]

To the best of my knowledge, information, and belief, compliance with the request to produce certain files that were in the possession of these outside counsel that fall within the terms of the Subpoena, as interpreted and limited by subsequent letters and e-mails with the United States Department of Justice, has been completed.

5. I understand that the furnishing of these documents in response to the Subpoena to counsel for the United States and the execution of this Affidavit are at the sole discretion and election of affiant and the Company, and are in lieu of producing the documents personally before the Grand Jury.  I acknowledge that the Grand Jury may require testimony concerning compliance with the Subpoena at a later date.

6. I am authorized by the Company to execute this Affidavit, and I have reviewed all of its terms with counsel for the Company before signing and swearing to it.

________________________________

AFFIANT

Subscribed and sworn to before m

This ___ day of ________, 2003.

___________________________________

NOTARY PUBLIC

My commission expires: ____________

�/  Peter Spivack is a partner in Hogan & Hartson’s White Collar and Investigations Group and a former federal prosecutor.  He represents companies and individuals in criminal and civil fraud investigations by state and federal law enforcement authorities.


�/	Subsequent cases on spoliation of evidence have held that routine destruction of documents pursuant to an established document retention policy are not sanctionable.  See, e.g., Morris v. Union Pacific R.R., 373 F.3d 896, 900 (8th Cir. 2004) (no adverse inference permissible from destruction of audiotape under 90-day document retention policy where policy was reasonable on its face). 


�/	Administrative agencies may have very broad subpoena power.  For example, under the Inspector General Act, an agency’s Office of Inspector General is authorized to issue subpoenas for the production of all information, documents, and documentary evidence necessary to combat fraud and abuse in agency programs and operations.  See 5 U.S.C. App. 3 § 6(a)(4).  The general standards for determining whether an administrative subpoena is enforceable are well-established.  A United States District Court will enforce a subpoena if:  (1) the subpoena is within the agency’s statutory authority; (2) the information sought is reasonably relevant to the investigation; and (3) the demand is not unreasonably broad or burdensome.  See, e.g., United States v. Morton Salt Co., 338 U.S. 632 (1950). 


�/	As happened in the investigation in which I was involved, the government also take the position that the company is under an obligation to take affirmative steps to preserve documents even prior to the issuance of a grand jury subpoena or other official government request for documents.  Under the Sarbanes-Oxley Act, a company may not destroy or alter documents with the intent of impeding or influencing an investigation or any other matter within the jurisdiction of a federal agency or department.  See 18 U.S.C. §§ 1519, 1520.  This language is extremely broad and has not yet been tested.


�/	The Freedom of Information Act, 5 U.S.C. § 552(b), exempts from disclosure “trade secrets and commercial or financial information obtained from a person and privileged or confidential.” 


�/	Section 1905 provides, in pertinent part: 


Whoever, being an officer or employee of the United States or of any department or agency thereof, . . . publishes, divulges, discloses, or makes known in any manner or to any extent not authorized by law any information coming to him in the course of his employment or official duties or by reason of any examination or investigation made by, or return, report or record made to or filed with, such department or agency or officer or employee thereof, which information concerns or relates to the trade secrets, processes, operations, style of work, or apparatus, or to the identity, confidential statistical data, amount or source of any income, profits, losses, or expenditures of any person, firm, partnership, corporation, or association; or permits any income return or copy thereof or any book containing any abstract or particulars thereof to be seen or examined by any person except as provided by law; shall be fined under this title, or imprisoned not more than one year, or both; and shall be removed from office or employment.
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