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In recent years, with the globalization of the
economy and the demise of communism, the interac-
tion between U.S. corporations and foreign nationals
has increased steadily. This has led to a growing
number of sales of U.S. military and commercial items
abroad. As a consequence, more and more U.S. com-
panies are seeking to hire foreign persons to fill mar-
keting and business positions to assist in selling
products or services. At the same time, the rapid
growth in the information technology sector has re-
sulted in an increased need for highly skilled engi-
neers and computer professionals on the part of
high-tech companies in Silicon Valley and other re-
gions throughout the country.! As these companies
find thatthere are notenough U.S. workerstofill these
positions, they are frequently turning to foreign na-
tionals to meet their needs.?

Whether U.S. companies are tapping into the non-
U.S. workforce or simply interacting with foreign
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teaming partners or potential customers, they face a
complex and daunting web of immigration, export
control, and national security laws and regulations.
The lack of centralization and limited coordination
among the various agencies that regulate in these
areas makes compliance particularly challenging.

The most obvious regulatory hurdle attendant to
hiring and working with foreign nationalsarisesinthe
areaofimmigration law. U.S. companies mustcomply
with the immigration laws and the requirements set
forth by the U.S. Immigration and Naturalization
Service and certain other agencies when hiring and
working with foreign nationals.

Another layer of regulatory constraints that ap-
plieswhen hiring or working with foreign nationals—
one with which legal practitioners often are not as
familiar—isthe exportcontrol regulations. These regu-
lations, administered primarily by the U.S. Depart-
ments of Commerce and State, with the participation
of the Department of Defense, place restrictions on
companies employing foreign nationals under the
“deemed export” rule. This rule requires U.S. compa-
nies and federal agencies to treat access by a foreign
national to controlled technology and software as an
export to the foreign national’s home country. Given
the recent increase in high-profile export control
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enforcement actions and the increase in “deemed ex-
port” compliance investigations,® it is perhaps more
important than ever to ensure compliance with these
detailed regulations. For example, in 1998, the Boeing
Company was fined $10 million for transferring re-
stricted technical data to joint venture partners from
countries including Russia and Ukraine in connection
with the “Sea Launch” satellite program.* (Many of
the violations allegedly occurred at a U.S. facility
when the company permitted foreign nationals access
to controlled data without first obtaining an export
license.) In another recent case, a major aerospace
company was indicted for making allegedly fraudu-
lent and misleading statements in connection with
licensing of exports to China—serious charges that, if
proven, could result in corporate fines of up to $10
million.®

Yet a third set of restrictions comes into play
where foreign nationals are involved in the perfor-
mance of a federal contract that requires access to
classified materials. In addition to the export controls
described above, DOD regulations pertaining to in-
dustrial security place restrictions on the sharing of
classified information with foreign nationals. These
regulations apply to federal contractors as well as to
Government agencies working within classified pro-
grams. In the wake of the 1999 indictment of a Los
Alamos laboratory physicist for allegedly mishan-
dling classified information® and a 1999 report re-
leased by a U.S. House of Representatives Select
Committee that was critical of Government and pri-
vate adherence to national security controls,” these
restrictions are receiving increased attention.

This BrIEriING examines the various laws and rules
of which you should be aware and the analyses that

youshould performwhenyour client plansto hire or to
work collaboratively with foreign nationals on pro-
grams that may involve controlled technology or clas-
sified information. The BRrieriNnG reviews the various
immigration law considerations involved, and dis-
cusses (1) the “deemed export” rule, (2) the analysis
required to determine whetheralicense isrequired for
a deemed export, (3) the penalties for violating the
deemed export rule, (4) the DOD industrial security
regulations, and (5) citizenship- or national origin-
based discrimination concerns that may arise when
deciding whether to employ foreign nationals.

IMMIGRATION LAW CONSIDERATIONS

If your client is interested in working with foreign
nationals, it must find its way through the maze of
immigration law-related requirements that Congress,
through the administering agencies, places on em-
ployers. Immigration laws and regulations come into
play both where a company intends to host a foreign
national as a nonemployee (e.g., a consultant or joint
venture collaborator) and where a company seeks to
employ a foreign national in a temporary or perma-
nent position.

The INS (a component of the Department of Jus-
tice) and the Departments of State and Labor all play
aroleinregulating the employment of foreign nation-
als. The INS shares with the State Department the
responsibility for determining the immigration status
for which aforeign national may qualify. The INS also
enforces the immigration laws at the U.S. borders
when foreign nationalsarrive inthe country. The State
Department oversees the U.S. embassies and consu-
lates abroad that issue visas to qualified foreign na-
tionalsseeking entrance tothe United States for specified
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periods. Inaddition, the Department of Labor ensures
that companies planning to employ foreign nationals
meet certain prescribed labor conditions.

€ Immigration Status Determination

The first step when considering hiring a foreign
national is to determine the individual’s immigration
status. If the foreign national is already in the United
States, you must determine whether the individual is
in the country on a temporary basis or is a legal
permanent resident (LPR) (as evidenced by an alien
registration card (“green card”)), a refugee, or an
asylee. (A refugee or asylee in the United States gen-
erally will have an employment authorization docu-
ment evidencing that individual’s authorization to
work inthe United States.) LPRs, refugees, and asylees
are eligible to work in the United States, and a U.S.
employer may therefore hire them without sponsor-
ing them for visas or work authorizations. Moreover,
as discussed below, export licensing requirements
necessitated by certain transfers of U.S. technology or
software to a foreign national generally do not apply
to individuals in these categories.

If the foreign national is not an LPR, refugee, or
asylee and does not otherwise have authorization to
work in the United States, you must determine
whether the person will qualify for a visa that will
permit the person to work for the company in the
United States. The appropriate visa category de-
pends on a variety of factors including, but not
limited to, the requirements of the position, the
length of employment, where the person will be
employed, and the individual’s education and work
experience. Business “visitors” and individuals iden-
tified for employment by a company are eligible for
different visa categories, as described below.

If your client plans to hire foreign nationals for
temporary or permanent employment, it should con-
sider the processing time required for any necessary
visa or work authorizations. Failure to comply with
the U.S. immigration laws can subject a company to
civil and criminal penalties, particularly if acompany
knowingly employs foreign nationals without proper
work authorization.®

€ Business Visitor

When seeking to have a foreign national come to
the United States for a visit but not for employment, a
B-1 visa is appropriate. The B-1 business visitor visa

category covers personswhoareemployed abroad and
need to enter the United States forashort period of time
to engage in business activities such as meetings and
consultations.® A person who performs services as an
employee fora U.S. company and receives remunera-
tion for such activities is not eligible for B-1 status. The
foreign national applies for the B-1 visa at a U.S. em-
bassy or consulate abroad. For ameeting or plant visit
that has been set in advance, a letter from the U.S.
company describing the meeting or visit typically is
submitted with the B-1 visa application. If the em-
bassy or consulate issues the B-1 visa, the INS will
admit the foreign national under a B-1 visa for the
period of time required, generally not to exceed six
months.*

Foreign nationals from certain designated coun-
tries, including North Atlantic Treaty Organization
countries and other U.S. allies, such as France, Ger-
many, Japan, Italy, and Spain, have been able to enter
the United States for business purposes for up to 90
days without a visa under the Visa Waiver Pilot Pro-
gram. Severe penalties may be assessed if the indi-
vidual stays in the United States beyond the 90-day
period or is employed by a U.S. company during that
period.!* The Visa Waiver Pilot Program expired on
April 30, 2000. However, legislation permanently ex-
tending the program has passed the House. The Sen-
ate is expected to take up the matter after it returnsin
September. In the meantime, the INS and the State
Department have agreed to issue parole for 90 days to
visa waiver country nationals. Initially the INS and
State Department announced that they would con-
tinue this practice until May 30, 2000, but subse-
guently announced thatthey would continue itthrough
September 30, 2000.

€ Temporary Employees

There are a number of visa categories that may
apply where a company seeks to employ a foreign
national (whoisnotan LPR, refugee, orasylee) tempo-
rarily inthe United States. Nonimmigrant visa catego-
ries commonly used to sponsor foreign nationals
include, but are not limited to, the H-1B, L-1, H-3, and
TN visa categories. In addition, students in F-1 or J-1
status also may be eligible to work for U.S. employers.

H-1B Visa. A foreign national may be eligible for
an H-1B visa if the person will provide services in “a
specialty occupation which requires theoretical and
practical application of a body of highly specialized
knowledge.”*? The position must require at least a
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bachelor’s degree or equivalent and the person must
meet the minimum requirements for the position.®* A
company may sponsor an individual for H-1B status
for a three-year period, which can be extended to a
maximum stay of six years.*

Congress has established a cap on the number of
new H-1B petitions that can be approved each fiscal
year. For FY 2000, the INS was permitted to approve
only 115,000 new H-1B petitions,*® and reached this
cap onlJuly 20, 2000 after having stopped accepting H-
1B petitions for fiscal year 2000 on March 21, 2000
when it had received sufficient petitions to reach the
cap. In August, the INS began processing petitions for
H-1B workers whose employment will start in fiscal
year 2001, which begins October 1, 2000. Under cur-
rent law the cap for fiscal year 2001 is set at 107,500.1¢
It is hoped, however, that Congress will soon act on
legislation now before it to increase this number.*

Foreign nationals in the United States in H-1B
status who merely change employers and extend their
status may be sponsored by a new employer for H-1B
status without being subject to this cap.® They may
not begin working for the new employer until the H-
1B petition is approved.

L-1Visa. Ifyour clientwantstotemporarily trans-
fer a person it employs from abroad to the United
States, the individual may be eligible for L-1 status as
an intracompany transferee. A foreign national who
has been employed abroad for one continuous year
within the preceding three years by a “qualifying
organization” can be admitted temporarily to the
United States to be employed by a “parent, branch,
affiliate, or subsidiary of that employer in a manage-
rial capacity or executive capacity, or in a position
requiring specialized knowledge.”*®* Generally, a
“qualifying organization” is a U.S. or foreign entity
that is doing business as an employer in the United
States and in at least one other country directly or
through an affiliate.®® In the case of a manager or
executive, an individual is eligible to be transferred to
a U.S. employer for an initial period of no more than
three years, which can be extended for a total of seven
years in L-1 status in the United States.?’ A person
with specialized knowledge can enter the country in
L-1 status for an initial period of no more than three
years, which can be extended for a total of five years.?

H-3 Visa. An H-3 visa is appropriate in cases
where a company seeks to have a foreign national
come to the United States to engage in structured

training with the intention that the individual will
leave the United States to apply that training abroad.?
To sponsor a foreign national for H-3 status, your
client must establish that (1) there is a structured
training program in place (typically requiring a class-
room or similar component and that the position does
not consist primarily of on-the-job training) in which
the foreign national will participate, (2) the training is
notavailable to the foreign national outside the United
States, and (3) the training is necessary for the foreign
national to be able to do the job overseas.? Training
may be approved for a period of up to two years.®

TN Visa. Under the North American Free Trade
Agreement (NAFTA), Mexican and Canadian nation-
als are eligible under the “TN” category to enter the
United States to work in certain professional capaci-
ties.® Canadian nationals are permitted to apply to
the INS for TN status at the border immediately before
entry and do not require a visa.?” For Mexican nation-
als, a TN petition must be submitted to the INS; if
approved, the petition will enable the individual to
apply for a TN visa at a U.S. embassy or consulate
abroad.?® TN status is valid for no more than one year
but is renewable on an “as needed” basis.?®

F-1Visall-1Visa. Studentsin F-1 or J-1 status may
be eligible to work for U.S. employers if they receive
practical training authorization.®* For example, after
graduation, F-1 students generally are eligible for a
period of practical training for up to one year.® Such
practical training does not require the U.S. employer
to file a sponsoring petition with the INS. After the
period of practical training has concluded, the em-
ployer would have to decide whether to sponsor the
student for awork visa, if eligible. In certain cases, the
U.S. employer may petition the INS to change the
foreign student’s status from F-1to H-1B, for example,
without requiring the student to leave the country.*

€ Permanent Employees

There areanumber of ways thataforeign national
may apply, or be sponsored, for permanent resident
status based on employment or investment in the
United States. The Immigration and Nationality Act
(INA) sets forth five employment-based preference
categories.

The INA requires that some aliens seeking to
immigrate on the basis of U.S. employment first re-
ceive alabor certification from the U.S. Department of
Labor.®® Aliens seeking to immigrate in the second or
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third employment-based preference are inadmissible
unless the Secretary of Labor has first issued a labor
certification.* The second employment-based pref-
erence (EB-2) covers aliens with exceptional ability
in the sciences, arts, or business and aliens with
advanced degrees in professional fields.*®* Under
limited circumstances, a small group of these aliens
may, in the national interest, be exempted from the
labor certification requirement. The third employ-
ment-based preference (EB-3) covers aliens with
bachelor’s degrees in their fields, skilled workers,
and unskilled workers.®®

Aliens seeking to immigrate in the first, fourth,
and fifth employment preferences do not need to
obtain labor certifications. The firstemployment-based
preference (EB-1) covers “priority workers,” that is,
aliens with extraordinary ability in the sciences, arts,
education, business, and athletics; outstanding pro-
fessorsand researchers; and executives and managers
with multinational corporations who meet specific
requirements.®” The fourth employment-based pref-
erence (EB-4) covers aliens who are classified as “spe-
cial immigrants,” which includes ministers and other
religious workers, alienswho have worked abroad for
the U.S. government, and other narrowly-defined
groups.® The fifth employment-based preference (EB-
5) covers alien investors in new commercial enter-
prises.®® Because avoiding labor certification makes a
permanent residence case both simpler and faster to
process, practitioners want to investigate thoroughly
whether the alien fits within any of these groups.

Where labor certification is required, the Secre-
tary of Labor must certify to the State Department and
the Attorney General that (1) there are not sufficient
workerswho are able, willing, qualified and available
at the time of application for a visa and admission to
the United States and at the place where the alienis to
perform such skilled or unskilled labor, and (2) the
employment of such alien will not adversely affect the
wages and working conditions of workers in the
United States similarly employed.*® Once a labor
certification is issued, the employer must file a
petition with the INS seeking approval to employ
the individual in the certified position.** If the peti-
tion is approved, and provided that an immigrant
visa is available, the individual is eligible to apply
for permanent resident status either at a U.S. em-
bassy or consulate abroad or at the INS if the person
already is in the United States legally.*

The difficulty often faced by employers is that

increasing backlogs in applications have resulted in
substantial delays (for two to four years) before an
individual is able to obtain permanent resident status.
A foreign national often will work for a U.S. employer
in a nonimmigrant category until the green card pro-
cess is completed.

“DEEMED EXPORT” RULE

The Federal Government imposes significant re-
strictions on the export of goods, services, and tech-
nology that are grounded in U.S. foreign policy and
national security considerations. It is well known that
a delivery of goods or data from the United States to
another country is an export that potentially may be
subject to export licensing or other restrictions. What
is less widely known, however, is that delivery of data
to a foreign national—even within U.S. borders—can
be deemed to be an export ofthe datato the foreigner’s
country of nationality. This “deemed export” rule
often requires companies to obtain licenses or take
other steps before releasing controlled information to
foreign nationals. Because the processing of export
licenses can take considerable time (90 days or longer),
companies often must delay employment of foreign
nationals or restrict the type of work they do and
segregate them from access to certain technical data
until an export license is secured.

Thisrule often affects U.S. high-tech and electron-
ics firms that routinely hire foreign nationals, as well
as defense contractors that hire or collaborate with
foreign persons on Government contracts for the de-
velopment of defense items and technology. An ex-
ample may help illustrate how the rule comes into
play. Assume a U.S. company that makes satellites
and related technology (“Satco™) hires a Canadian
company (“Canasat”) to assist in the production of
satellite telecommunications equipment. Satco plans
to have Canasat employees visit Satco offices in Aus-
tin, Texas for two to four weeks to collaborate on the
design and development of the telecommunications
equipmentthat Canasatwill manufacture using Satco’s
proprietary technology. These employeesinclude both
Canadian and Israeli nationals. Since the Canasat
workers will be in the United States for business
meetings and consultations only and will remain em-
ployees of Canasat, they will enter the United States as
B-1 business visitors.

At the same time, Satco’s electronics division has
identified a Chinese national who has just received a
Ph.D. in electrical engineering from the Massachusetts
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Institute of Technology to work on the development of
electronic launch technologies. The Chinese national
is in the United States on an F-1 visa, and Satco has
already filed an H-1B petition with the INS, which
is pending. In both scenarios, Satco’s plans will
involve foreign nationals’ access to controlled tech-
nology. If Satco does not take the appropriate steps
to comply with the applicable export regulations of
the Department of State and the Department of
Commerce before undertaking the visit and hiring
the new employee, it may be liable for civil and
criminal penalties.

€ Export Law Jurisdictional Framework

Most export control regulations come within the
jurisdiction of one of two federal agencies: (1) the State
Department’s Office of Defense Trade Controls
(ODTC) and (2) the Commerce Department’s Bureau
of Export Administration (BXA). The ODTC adminis-
ters and enforces the International Traffic in Arms
Regulations (ITAR),”® promulgated under the Arms
Export Control Act.* Under the ITAR, the ODTC
regulates the export of defense articles and services
and implements various United Nations embargoes.
The BXA administers and enforces the Export Admin-
istration Regulations (EAR),* promulgated under the
Export Administration Act (EAA), which governs the
export of “dual-use” (i.e., suitable for both military
and nonmilitary use) items and services.*® Although
the EAA expired in 1994, it has been extended by
Executive Order since then under the authority of the
International Emergency Economic Powers Act
(IEEPA).*" (Although Congress has considered legis-
lation to implement a new EAA, a new law has yet to
be enacted.) The EAR implements a number of multi-
lateral export control agreements, including agree-
ments of the Nuclear Suppliers Group, the Missile
Technology Control Regime, the Australia Group,
and the Wassenaar Arrangement on Export Controls
for Conventional Armsand Dual-Use Goodsand Tech-
nologies.* Both the ODTC and BXA regulate deemed
exports to foreign nationals.

In addition to the BXA and the ODTC, the Trea-
sury Department’s Office of Foreign Assets Control
(OFAC) implementsvarious comprehensive sanctions
programs by controlling exports to certain terrorist-
supporting and embargoed destinations (including,
but not limited to, Cuba, Iran, Iraq, Libya, North
Korea, Sudan, and Yugoslavia), organizations, and
individuals.** OFAC’s authority derives from a num-
ber of statutes, including IEEPA and the Trading With

the Enemy Act.® OFAC has concurrent licensing au-
thority with the BXA (and, to a limited extent, the
ODTC) for exports to certain countries and organi-
zations subject to OFAC sanctions programs.’!
Where concurrent jurisdiction exists, licensing is
often centralized in one of the agencies. (For ex-
ample, OFAC handles licensing for most countries
subject to OFAC sanctions programs, but the BXA
exercises jurisdiction for exports of certain items to
Cuba and North Korea.)®®> Whenever an export to
one of these countries is contemplated, you should
consultOFAC regulations.® Depending on the coun-
try at issue, deemed exports may be controlled
under various OFAC programs.

Moreover, several other agencies, including the
Department of Energy and the Nuclear Regulatory
Commission, exercise limited exportjurisdiction over
items and data that they are charged with regulat-
ing.** If an export will involve information within any
suchagency’sjurisdiction, the cognizantagency’s regu-
lations must be consulted.

€ What Is A “Deemed Export™?

Under the two main export control regimes—the
EAR and the ITAR—an “export” does not have to
cross national borders to be subject to export controls.
Rather, when a company permits a foreign national
access (within the United States or abroad) to con-
trolled information, an export is deemed to have oc-
curred to that person’s country of nationality.>® Thus,
under the hypothetical scenario involving Satco de-
scribed above, Satco’s provision of technical datatoan
Israeli national temporarily working in the United
States is effectively treated as an export to the country
of Israel. Such deemed exports, in many cases, require
licensing or approval from the U.S. Government.

There are many circumstances in which adeemed
export can occur. For example, a deemed export may
occur when acompany hires a foreign national, when
it works collaboratively with foreign nationals em-
ployed by other companies, or when foreign nationals
merely visit a company or attend training sessions.
The deemed export rule covers virtually any means of
communication to the foreign national—including
telephone conversations, e-mail and fax communica-
tions, sharing of computer data, briefings, training
sessions, and visual inspection during plant tours and
visits.®® The rule also covers deemed “re-exports,”
which occur when technology or software has been
legally exported to an end-user in one country (e.g., a
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foreign company) and foreign nationals from another
country are permitted to come into contact with that
licensed technology.®”

Underthe EAR, the deemed exportrule coversthe
release of “technology” or software “source code’s®
(but not object code) to a foreign national.*® (“Source
code” describes the creative instructionsauthored ina
programming language that are intelligible to human
readers; “object code,” on the other hand, is source
code instructions translated into binary format, which
can be read only by a computer system.®) “Technol-
ogy” is defined broadly to include “information nec-
essary for the ‘development,” ‘production,’ or ‘use’ of
aproduct” and includes “technical data” or “technical
assistance.”® “Technical assistance” may include in-
struction or consultation as well as the transfer of
“technical data,” including blueprints, plans, diagrams,
models, manuals, and instructions written or recorded
on “media or devices such as disk, tape, [and] read-
only memories.”®? Importantly, under the EAR, the
deemed export rule applies to software only if source
code is released.®®

The ITAR’s deemed export rule, similar to that of
the EAR, applies to the disclosure of “technical data”
to “a foreign person, whether in the United States or
abroad.”® The ITAR specifies that the term “foreign
person” includes foreign individuals, foreign corpo-
rations, and foreign governments.® “Technical data”
includes information®® “required for the design, de-
velopment, production, manufacture, assembly, op-
eration, repair, testing, maintenance or modification
of defense articles...[including] information in the
form of blueprints, drawings, photographs, plans,
instructions and documentation.”® Unlike under the
EAR, however, technical data subject to the ITAR’s
deemed export rule generally includes software
(both source code and object code).®® The ITAR
further includes within the definition of “technical
data” classified information relating to defense ar-
ticles and services and information covered by an
invention secrecy order.®® Under the ITAR, techni-
cal data may be considered a “defense article” or
furnished as a “defense service” pursuant to a col-
laborative agreement between a U.S. entity and a
foreign person.”® (For ease of reference, the term
“technology” will be used to refer to both technical
data and technical assistance.)

The EAR and the ITAR do not control publicly
available information.”* Under the EAR, “publicly
available” information is defined as information that

is or will be published for general circulation, results
from fundamental research, is educational, or is in-
cluded in certain patent applications.”” Under the
ITAR, this category includes information concerning
“general scientific, mathematical or engineering prin-
ciples,” “information in the public domain,” and “ba-
sic marketing information on function or purpose or
general system descriptions of defense articles.””
Examples of publicly available information under
both regimesinclude,among many other things, docu-
ments posted on an Internet website, books, and pa-
pers presented at public conferences.

The reasoning behind the deemed export rule is
that foreign nationals who do not immigrate to the
United States are likely to return to their home coun-
tries eventually, and when they do, they will bring
with them knowledge of the controlled technology
they have accessed. Both the EAR and ITAR versions
of the rule are limited only to certain technology and
software—and not to finished products—because the
“know-how” required to make productsisconsidered
far more valuable than the productsthemselves. When
another country receives such know-how, there is no
limit on how many products can be made. Another
serious concern is that such know-how can be en-
hanced or improved to create more sophisticated tech-
nology and products.

Although the deemed export rule does not apply
tocontrolled equipmentor itemsas such, there may be
situations in which access by a foreign national to a
particular controlled item may actually constitute a
release of technical data and, therefore, a deemed
export. Although the regulations do not specifically
address this situation, if mere viewing of an item can
“reveal” technical data, such exposure by a foreign
national might well be considered a deemed export.”™
Whether technical data would be revealed would
likely depend on the level of technical expertise of the
individual having access to the item. For example, a
deemed export might occur if an engineer were per-
mitted to view a tank brake assembly (an ITAR-con-
trolled defense item) while on a site visit. However, if a
marketing executive withaliberal arts background were
permitted the same access, the executive probably could
not deduce any technical data from the brake assembly,
and a deemed export likely would not occur.™

The likelihood of obtaining an export license de-
pends in large part on the nature of the technology or
software and on the home country of the foreign
national. Not surprisingly, obtaining a license for an
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individual fromaNATO or other allied country will be
fareasier thanforaforeign national fromone of the more
“sensitive” destinations. It may be difficult or impos-
sible to obtain a license if the foreign national isfrom a
countrysubjectto U.S. sanctionsadministered by OFAC,
suchasCuba, Iran, Iraq, Libya, North Korea, Sudan, or
Yugoslavia. Other countries that also may present li-
censing obstaclesinclude India, China, and the former
Soviet republics. Because foreign policy and national
security concernsplay asignificantrole indetermining
theexport “treatment” the United Statesaccordsagiven
country, companies must assess the current political
and regulatory environment when contemplating a
deemed export.

It is important to have sufficient lead time to deal
effectively with licensing requirements when consid-
ering hiring or planning for collaborative work with
foreign nationals—especially those from sensitive
destinations. You can avoid problems by taking the
time to thoroughly understand the deemed export
rule and by implementing internal compliance proce-
dures to help company personnel recognize deemed
exports and effectively navigate the maze of export
licensing requirements.

€ Immigration Status Considerations

A threshold inquiry in dealing with the deemed
export rule is whether the individual who requires
access to technology or software is considered a “for-
eign national” (under the EAR) or a “foreign person”
(under the ITAR) of one or more countries.” Under
both regulatory frameworks, the deemed export rule
does not apply to the release of controlled technology
or software to certain “protected individuals” under
the Immigration Reform and Control Act (IRCA) of
1986.” Included within this protected class are legal
permanentresidents (“green card” holders), refugees,
asylees, and temporary residents under certain IRCA
amnesty provisions. (Permanentresidentswho do not
take steps toward naturalization and citizenship in a
timely manner are not included within this class.)™
Individuals within this protected class may be em-
ployed or otherwise exposed to controlled technology
and technical data without triggering any export li-
censing or approval requirements.

If a license for adeemed export will be difficult or
impossible to obtain for a prospective employee in
light of the nature of the technology or software and
the employee’s country of nationality, your client may

consider seeking to have the individual classified asan
employment-based immigrant. As noted above, this
process may take as long as two to four years, and
therefore may notbe aviable short-term option. While
waiting for such approval, your client must ensure
that the foreign national is not permitted access to any
covered technology or software.

The Commerce Department recently has at-
tempted to clarify the licensing requirements in cases
where a foreign national is a citizen or permanent
resident of more than one foreign country. The Com-
merce Department is now applying a new interpreta-
tion which states that the “last permanent resident
status or citizenship obtained governs.” The Com-
merce Department’s revised interpretation is:

If the individual is a naturalized citizen or per-
manentresident of the United States, the ‘deemed
export’ rule does notapply. In other words, he or
sheisnotsubjecttothe provisionsofthe ‘deemed
export’ regulation. For individuals who are citi-
zens of more than one foreign country, or have
citizenship in one foreign country and perma-
nentresidence inanother, asageneral policy, the
last permanent resident status or citizenship
obtained governs. 7

Therefore, ifaChinese national identified by Satco
in the hypothetical described above also was a citizen
of the United Kingdom, and the individual’s most
recent citizenship were with the United Kingdom,
then releases of technology would be viewed as re-
leases to the United Kingdom.

€ Identification & Classification Of The
Technology

If a foreign national subject to the deemed export
rule will require access to controlled technology or
software, the information must be identified and clas-
sified to determine whether the EAR or the ITAR
applies. If your client engages in export transactions,
itshould have classified the commoditiesand technol-
ogy it exports abroad to comply with the basic EAR
and ITARrequirements. Moreover, if your clientmanu-
factures defense articles or provides defense services
subject to the ITAR, it must register with the ODTC
even if it does not engage in export transactions.®
Nonetheless, when considering whether to hire or to
work collaboratively with a foreign national, it is
necessary to classify all internal technology and soft-
ware that the foreign national may access—and this
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may include information other than that which the
company may generally export abroad.

In undertaking this analysis, your client must first
determine the relevant “exposure parameters.” For
example, if the foreign national is an engineer, you
must determine whether the person requires access to
product design, development, or production data. If
the foreign national is hired to work in sales or man-
agement, you must determine the level of technical
understanding of relevant product lines that will be
necessary.®! In addition, you must consider whether
the person will attend meetings or may otherwise be
exposed to technical data relating to projects other
than the person’s own.®

Not only must you consider the physical layout
and security aspects of the facility where the indi-
vidual will work, you also must consider the level of
access the individual will have to online information.
For example, you should consider whether the person
will work on a stand-alone computer or will be linked
with otherson anetwork and whether the network has
password protection that will prevent the foreign
national from accessing information that is controlled
under the EAR or ITAR. If you maintain a corporate
intranet that contains any controlled technical data,
you also must consider whether and to what extentthe
person’s access can be limited.

€ Does The EAR Or ITAR Apply?

Once you have determined the exposure param-
eters for the foreign national’s access, you must ascer-
tain which, if any, regulatory jurisdiction governs the
export of the technology or software. In other words,
your client must classify the technology or software as
either subject to the BXA’s jurisdiction under the EAR
or the ODTC’s jurisdiction under the ITAR. It is also
necessary to determine whether the data may be sub-
ject to control by any other agency, which could in-
cludethe Department of the Treasury, the Department
of Energy, or other agencies, depending on the nature
of the information and the nationality of any foreign
nationals who may require access.®

Exports of most commercial nonmilitary items,
including commodities, technology, and software,
come within the jurisdiction of the BXA and are regu-
lated under the EAR. The EAR applies to “dual-use”
items (items that could be suitable for both military
and nonmilitary use) as well as to various items that
have no military use but are considered to require

protection for national security or other reasons. The
EAR’sCommerce Control List (CCL) setsforthaseries
of entries describing the items subject to licensing
requirements and the bases for control. The CCL con-
tains 10 “categories”: nuclear materials, chemicals
and toxins, materials processing, electronics, comput-
ers, telecommunications (including satellite commu-
nications technology) and information security
(including encryption items), lasers and sensors, navi-
gation and avionics, propulsion systems, and certain
space vehicles. Each category is further subdivided
into various groups, including separate groups for
technology and software—the two groups that come
into play under the deemed export rule.®

In contrast to the BXA'’s jurisdiction, the ODTC
mainly regulates “defensearticles,” “defense services,”
and related technical data and software.®® ITAR-cov-
ered articles, services, and related technical data are
on the U.S. Munitions List (USML), which includes 21
categories of both classified and unclassified items.
The USML includes the following items as well as
related services and technical data: military equip-
ment, military electronics, military cryptographicitems
and equipment, ammunition, spacecraft systems and
associated equipment, and nuclear weapons design
and test equipment.?® The ITAR also covers certain
nonmilitary items and technologies, including com-
mercial satellites and related technical data.®’

Under the Satco hypothetical described earlier in
this BRrIEFING, the visit to Satco by Canasat employees
would involve access to satellite communications tech-
nology covered by the EAR, subjecting Satco to the
EAR deemed export rule and BXA jurisdiction. By
contrast, the planned hire of a Chinese national for
work on technical data related to launch electronics
parameters would implicate the ITAR and ODTC
jurisdiction. Separate analyses therefore are required
for these two transactions.

If it is unclear whether particular technology or
software is subject to BXA or ODTC jurisdiction, you
can request that the ODTC determine the proper clas-
sification under its “commodity jurisdiction” proce-
dure. This may involve consultations among the
Departments of State, Commerce, and Defense.®

Once you have determined which regulatory re-
gime applies, you must analyze whether licensing for
a deemed export is required based on the nature of the
relevant technology or software and the country of na-
tionality of the foreign national who requires access.
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EAR LICENSING ANALYSIS
€ Basic Considerations

The BXA'’s policy is to approve deemed export
license applications where (a) the EAR policy appli-
cable tothetechnology allows approval of the applica-
tion to the home country of the foreign national, (b)
there is not an unacceptable risk that the items in
guestion will be diverted to unauthorized end-uses or
end-users, and (c) the applicant agrees to comply with
the conditions related to the licenses.®® The BXA gen-
erally consults with other agencies—including the
Departments of State, Defense, and Energy—in mak-
ing licensing decisions in connection with items con-
trolled for national security, missile technology, nuclear
nonproliferation, and chemical and biological weap-
ons proliferation reasons.® If an export is contrary to
the policy of any one of these agencies, the BXA is
likely to deny a license application. BXA regulations
impose a presumption of license denial where the
individual’s country of nationality is one of the coun-
tries subject to OFAC sanctions.®

As noted above, the Commerce Control List, the
list of controlled items under the EAR, is divided into
10 categories. Each category lists covered goods, soft-
ware, and technology under various export control
classification numbers (ECCNSs). (Items subject to the
EAR, but not enumerated within a particular ECCN,
fall withinacategory of residual items known as “EAR
99.”) The various ECCNs set forth “reasons for con-
trol,” such as national security and antiterrorism. The
EAR includes a “Commerce Country Chart” that is
subdivided into columns reflecting the various rea-
sons for control, with each country having various
“cells” under each “reason for control” column.®2 The
chart indicates the reasons for control that apply to
each country. ECCN-specific reasons for control do
not apply where an “X” is not included in the appli-
cable cell on the Commerce Country Chart.*

Thefirststep in the licensing analysis is determin-
ing whether a license is required for a particular
exportor, alternatively, whether the export fallswithin
the category of “No License Required” (NLR). Exports
of technology or software classified withinthe various
ECCNs are considered to be within the NLR category
where the country of export—here the country of
nationality of the foreign national who will have ac-
cess—does not have an “X” in the applicable ECCN
“reason for control” categories onthe Commerce Coun-
try Chart.** The NLR category does not apply, how-
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ever,whereageneral prohibition, including the prohi-
bitionapplicable to nationals of embargoed or terrorist-
supporting countries, precludes an export.*® (These
prohibitionsare discussed more fully below.) Deemed
exportsoftechnology or software inthe EAR 99 category
alsodonotrequire licenses exceptwhere general prohi-
bitions apply.

Underthe Satco hypothetical, Canasatemployees,
including Canadian nationals and Israeli nationals,
will visit Satco offices to work on EAR-controlled tele-
communications technology included in ECCN
5E001. Under this ECCN, the reasons for control are
national security (NS) and antiterrorism (AT). A re-
view of the Commerce Country Chart demonstrates
that the reasons for control for exports to Canada
include neither NS nor AT—i.e., the appropriate cells
inthe chartdonotincludean “X.” Therefore, access by
the Canadian nationals to the controlled telecommu-
nications technology falls within the NLR category
and, assuming no other general exception applies,
deemed exports to the Canadian national visitors will
not require a license. However, the Commerce Coun-
try Chart entry for Israel does include NS as one of the
applicable reasons for control. Thus, the licensing
requirement applies to the Israeli visitors.

€ License Exceptions

Even if a particular ECCN indicates that a license
generally isrequired, licensing exceptions may negate
the licensing requirement. For the most part, however,
these exceptions do not apply to the countries, desti-
nations, and individuals subject to OFAC sanctions
programs.®® Other “sensitive” destinations that often
are not eligible for the licensing exceptions are Russia
and China.

License exceptions that may apply to deemed
exports include the “Technology and Software Unre-
stricted” (TSU) and the “Technology and Software
Restricted” (TSR) exceptions. The TSU license excep-
tion applies to certain mass-market software, opera-
tions technology and software (butonly the minimum
necessary for the installation, operation, maintenance,
and repair of lawfully exported products), sales tech-
nology, and software “bug fixes,” which the EAR
refers to as “software updates.”®

The TSR license exception, on the other hand, may
apply to a significant number of deemed exports,
depending on the classification of the technology and
software and the country at issue.®® TSR permits the
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export of more sensitive technology and software than
is covered by TSU. TSR applies where the foreign
national receiving the deemed export is from a coun-
try included inthe EAR’s designated “Country Group
B” and transfer of the technology to the destination is
restricted for national security reasons only.® Certain
embargoed and terrorist destinations, a number of
former Soviet republics, China, and Vietnam are ex-
cluded from Country Group B and therefore are not
eligible for this exception.’® Where the TSR license
exception is available, your client must obtain a writ-
ten statement from the foreign national pledging not
to transfer the data to countries that are noteligible for
the TSR exception.®

With respect to the Satco hypothetical, areview of
ECCN 5E001 and the chart setting forth the countries
in Country Group B reveals that the TSR exception
applies to deemed exports to the Israeli national visi-
tors from Canasat. This is because the only ECCN
reason for control that applies to Israel is NS and
because Israel is included in Country Group B. Thus,
assuming that no other general prohibitions apply,
Satco may host the Israeli national visitors without
obtaining licenses from BXA. However, Satco must
obtain appropriate written assurances against further
transfer to ineligible countries from these Israeli na-
tionals before permitting them access to EAR-con-
trolled telecommunications technology.

The TSR written assurance is not required to be
made in any particular format and may be made by
letter.’? The assurance must provide that the indi-
vidual will not re-export or release the covered tech-
nology or software source code to a national of a
country for which the TSR exception is not available.
It also must provide that the direct product of the
technology will not be exported to those countries if
the productis otherwise controlled under the national
security controls as identified on the CCL.1® These
assurances, required as a condition for utilization of
the TSR exception, may be included in a company’s
standard nondisclosure or confidentiality agreement.
Deemed exports made to foreign nationals under the
TSR exception are not subject to BXA reporting re-
guirements otherwise applicable to exports made
under this licensing exception.%

If, uponreview of the ECCN, the nationality of the
end-user, and the Commerce Country Chart, it ap-
pearsthatalicense exception applies, your client must
then determine whether any of the EAR general pro-
hibitions would negate the exception. In addition to
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the general prohibition that applies where the indi-
vidual or entity receiving the export is a national of an
embargoed destination, prohibitions apply where (1)
the foreign national is on the EAR’s denied persons or
entities list, (2) the exportistoa prohibited end-user or
for a prohibited end-use, and (3) a company knows
thatan exportwill resultinaviolation ofthe EAR (e.g.,
because the putative end-user will engage ina prohib-
ited re-export).1® If, after considering all EAR general
prohibitions, you determine thatno license exceptions
apply, the nextstepistoobtainalicense from the BXA.

€ Licensing Process

Ifalicenseisrequired for therelease of technology
or software to a foreign national, you must submit a
formal license application to the BXA. The license
application for exports, including deemed exports, is
Form BXA-748P.1% This form requires the applicant to
provide details relating to the company, the technol-
ogy that the foreign national must access, and the
foreign national’s immigration status.” The applica-
tion must state with specificity the actual technology
and scope of exposure required. The application also
should describe any measures the applicant company
intends to undertake to prevent unauthorized access
to controlled technology or software that will not be
covered by alicense. Inaddition, the BXA asks that the
applicant submit a résumé that includes the foreign
national’s employment history and any special infor-
mation the applicant believes the BXA should con-
sider in reviewing the application.

The BXA has 90 days to rule on the application;
however, the 90-day clock can be stopped if any re-
viewing agency submits questions to the company.%®
Licenses granted by the BXA for deemed exports are
typically valid for two years, but the BXA may granta
license for a longer period if necessary.®

If the BXA intends to deny your license applica-
tion, it will notify you within five days of its decision.
Applicants have 20 days from the notification date to
respond to the notice of intent to deny.'? If the denial
becomes final, it may be appealed to the Under Secre-
tary of Export Administration.'!

€ License Conditions

When the BXA approves a license, it may impose
various, and sometimes stringent, conditions on the
foreign national’s access to technology.*? One stan-
dard license condition provides that the company
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applying for the license must inform the foreign na-
tional in writing of all license conditions and the
foreign national’s responsibility not to disclose, trans-
fer, or re-export any controlled technology without
prior U.S. Government approval. Another standard
condition requires the applicant to establish “satisfac-
tory procedures to ensure compliance” with license
conditions and provide a copy of these procedures to
the BXA. These procedures often include the establish-
ment of “firewalls” or other safeguards to prevent the
foreign national from exceeding the scope of access
provided for in the license. The BXA also reserves the
right to monitor the company to ensure compliance.

ITAR LICENSING ANALYSIS

€ Basic Considerations

The deemed export licensing analysis under the
ITAR differs somewhat from that required under the
EAR, but itis based on the same basic policy concerns.
As discussed above, a foreign national may gain ac-
cessto ITAR-controlled technical data or software ina
number of ways. One way adeemed export may occur
is under an agreement for collaboration between a
U.S. company and a foreign company or government,
such as a manufacturing license agreement (MLA) or
a technical assistance agreement (TAA). MLAs and
TAAs are contracts under which a foreign entity may
receive USML defense services and technical data
from a U.S. entity.!*® Another context in which a
deemed export may occur is in connection with an
ordinary employment relationship between a U.S.
company and a foreign national. A deemed export
may also occur during a plant visit or meeting. Under
the ITAR, thetype of approval required for the deemed
export of controlled technical data depends on the
manner in which the transfer occurs. If the transfer is
pursuant to a proposed collaborative agreement be-
tween a U.S. company and a foreign company or
government (i.e.,, an MLA or a TAA), approval of the
proposed agreement, rather thanalicense, isrequired.
In most other cases, such as in connection with em-
ployment of a foreign national, a license is generally
required.

Asunder the EAR, basic considerations that come
into play in the ITAR licensing determination are (a)
the “destination” of the deemed export—i.e., the coun-
try of nationality of the prospective employee, and (b)
the sensitivity of the technical data or software. In
many cases, an individual’s nationality creates a pre-
sumption of denial of export licensing or approval.
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The ODTC may deny a license or approval of a
deemed export if denial is required by statute or if the
ODTC determines that denial is in furtherance of
world peace, national security, or U.S. foreign policy.'*
The ITAR lists countries for which there is a presump-
tion of denial of export licenses—including certain
“proscribed destinations” and “embargoed destina-
tions.”*s The proscribed destinations are countries or
areas that are prohibited from receiving U.S. exports
for foreign policy and national security reasons. As of
this writing, ITAR-proscribed destinations'® include
Afghanistan, Armenia, Azerbaijan, Belarus, Cuba,
India, Iran, Iraq, Libya, North Korea, Pakistan, Syria,
Tajikistan, and Vietnam. Countries subject to ITAR
restrictions as a result of U.S. embargoes include
Burma, China, the federal Republic of Yugoslavia
(Serbia and Montenegro), Haiti, Liberia, Rwanda,
Somalia, Sudan, and Zaire. These lists are continu-
ally revised based on foreign policy considerations.
Therefore, before filing a deemed export applica-
tion, it is advisable to obtain current information
from the ODTC.

Under the Satco hypothetical set forth earlier,
Satco likely will have great difficulty obtaining a
license for the Chinese engineer to access the ITAR-
covered satellite technology given that Chinais one of
the ITAR-embargoed countries. However, Satco may
attempt to obtain a license under a general exception
providing that a license may be obtained in a “case of
exceptional or undue hardship, orwhenitis otherwise
in the interest of the United States Government.”*!" If
Satco can make the required showing, itmay be able to
obtainalicense for the Chinese national towork onthe
development of ITAR-covered technology under this
provision.

€ License Exemptions

There are a number of fairly narrow exemptions
from the ITAR licensing requirements that must be
considered in the deemed export analysis before pro-
ceeding with the licensing or approval process. These
exemptions, however, do notapply to deemed exports
to certain countries, including all proscribed and em-
bargoed destinations.’® As the exemptions are quite
narrow and are subject to numerous qualifications, it
is necessary to analyze each deemed export on a case-
by-case basis.

Several ITAR exemptions relate to the export of
technical data, including classified information. The
exemptionsapplicableto classified information, which
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are qualified in many ways, relate to (1) “plant visits”
in cases where the ODTC has authorized the visit and
the U.S. firm has complied with DOD industrial secu-
rity regulations (discussed below), (2) disclosures in
response to a DOD request or directive, (3) exportsin
furtherance of a federal contract, and (4) exports of
data in the form of operations, maintenance, and
training information relating to a defense article pre-
viously authorized for export to the same recipient.!®
One important exemption permits companies to ex-
port to foreign governments pursuant to the U.S.
Foreign Military Sales program without obtaining an
ODTC license or approval.!®

An established country-specific exemption under
the ITAR isthe “Canadaexemption,” which appliesto
certain unclassified technical data for end-use in
Canada by Canadian citizens only (and not Canadian
nationals with dual citizenships). It does not apply to
unclassified technical data directly related to a classi-
fied defense article or certain weapons, aircraft, ocean
vessels, and nuclear propulsion equipment.?* For
technical data within its scope, this exemption effec-
tively expands U.S. bordersto encompass Canadaand
gives Canadians the same status as U.S. citizens. The
exemption was narrowed in April 1999,'2 and the
United States and Canada have been engaged in dis-
cussionsto determine what the scope of the exemption
will be in the future.!®

Alsoexempted from ITAR licensing requirements
is unclassified technical data related to classified in-
formation previously authorized for export to the
same recipient, provided that the data do not reveal
details of design, development, production, or manu-
facture of any defense article.?* In addition, disclo-
sure of technical data within the United States by U.S.
educational institutions to bona fide full-time foreign
employees is exempt from ITAR licensing require-
ments. However, this exemption applies only if the
employee maintains a permanent abode in the
United States throughout the employment period,
the employee is not a national from a proscribed or
embargoed destination, and the employer informs
the foreign employee in writing that the data may
not be transferred to other foreign persons without
prior written approval.!®

Another licensing exemption applies where the
DOD has approved certain technical data generated
under a federal contract or agreement for public re-
lease without a license.!?® Either the cognizant agency
or the DOD Directorate for Freedom of Information
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and Security Review will review controlled technical
data and make a determination whether the material
can be released.’” If the material is approved, the
ODTC will consider the material to be in the public
domain and exempt from licensing requirements.?

If an exemption applies, your client must submit
a certification that the proposed deemed export is
exempt from the licensing and approval require-
ments.’? The certification must be retained on file for
five years.¥®

€ Defense Services Agreements

A defense services agreement—a TAA or an
MLA—is required when technical data are provided
in connection with defense services. Such an agree-
ment is required (instead of a license, as described
below) for employment or a long-term visit arranged
between a U.S. company and a foreign company or
government.’®! Before executinga TAA or MLA, ODTC
approval must be obtained. Also, the company must
furnish a list of all foreign nationals who would need
to be covered by the agreement. A standard form
cover letterandrequired clausesare included inODTC
“Suggested Format” documents.®? If the MLA or
TAA relates to significant military equipment or
classified technical data, the applicant must submit
a“Nontransfer and Use Certificate” (Standard Form
DSP-83) signed by the foreign party to the agree-
ment, assuring that the party will not re-export or
otherwise share the data with any person who is not
authorized to access it.**® If classified technical data
isto be furnished, the exporting company also must
comply with DOD industrial security regulations
(discussed below).3

Typically,oncethe ODTC hasapproved the agree-
ment, no further ODTC licensing isrequired as long as
all deemed exports come within the scope of the
agreement.’®*® The exporting company must file one
copy of the agreement with the ODTC within 30 days
from the date on which the agreement becomes effec-
tive.’*® Moreover, the parties must notify the ODTC if
they decide not to execute an approved agreement.**

Proposals or presentations related to a potential
MLA or TAA for the manufacture abroad of signifi-
cant military equipment also require prior approval
where the agreement would involve “the furnishing
abroad of any defense service including technical
data” that is ultimately intended for use by the armed
forces of any foreign country.®*® Approval may take
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the form of a written approval from the ODTC or a
license for the export of technical data.**®

InJuly 2000, ODTC issued anamended regulation
to give U.S. companies more licensing alternatives to
the MLA and TAA for NATO countries, Japan and
Australia. This regulation becomes effective Septem-
ber 1, 2000 and companies are still considering the
implications of these new alternatives. 4

€ Licensing Process

If your client seeks to provide a foreign national
access to ITAR-controlled technical data other than in
connection with an assistance agreement, and no ex-
emption applies, you must obtain a license from the
ODTC. In making its licensing determinations, the
ODTC often seeks recommendations from other agen-
cies. Because national security concerns come into
play in the export licensing analysis, the DOD plays a
significant role in the licensing process. In fact, both
the ODTC and DOD typically request information in
connection with deemed export license applications.

ODTClicense application requirements are some-
what more stringent than those of BXA. Different
license applications are required for classified and
unclassified data. If the foreign national requires ac-
cess to unclassified data, the application will consist of
a Standard Form DSP-5 along with several attach-
ments. This application requires biographical infor-
mation on the foreign national, a detailed description
of the technical data to be disclosed, and an explana-
tion of the purpose of the disclosure (e.g., to employ
the foreign individual as an electrical engineer at a
particular facility to work on satellite launch param-
eters). In addition, the ODTC requires applicant com-
panies to represent that they seek to retain the foreign
national “[d]ue to acute shortages of technical person-
nel in the area of our needed expertise.”*#

Supporting documentation required to be sub-
mitted along with the DSP-5 includes (a) a cover letter
providing background information and explaining
the requirement for the foreign person, (b) materials
or brochures depicting the technology to which the
individual willand will not be exposed, (c) the person’s
résumé, and (d) a description of the position the
person will fill.**2 The DOD requires additional
biographical information about the foreign national
and extensive information about the work that per-
son will perform.43
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In connection with the DSP-5 license application
for unclassified technical data, both the ODTC and
DOD require companiesto establish Technology Con-
trol Plans (TCPs).* Apart from requiring specifics
regarding the scope of technical data that the foreign
person may receive, the TCP must specify that the
person will be permitted to access information only on
a “need-to-know” basis. It requires your client to
educate the foreign national about the restrictions
applicable to the foreign national specifically, as well
asrules, policies, and procedures relating generally to
facility security and the sensitive and proprietary
nature of the work. The TCP must set forth employee
identification badge requirements and other require-
ments that maintain a “firewall” between the foreign
national and controlled technical data and software
that will not be covered by the requested license.

The TCP also must provide that, on termination of
the agreement, the employer will obtain a statement
from the foreign national certifying that the indi-
vidual has not disclosed company proprietary docu-
ments or other data to any unauthorized person.'* A
“nondisclosure statement” signed by the foreign per-
son mustbe included asan attachmentto the TCP. The
statement must indicate that the technical data “will
not be disclosed further, exported or transferred in
any manner to any other foreign person or any foreign
country” without prior approval of the ODTC.%¢

For classified technical data, Standard Form DSP-
85 is required instead of the DSP-5. A description of
the type of technical data to be accessed by the foreign
person must be included on this form. Your client
must also provide a signed “Nontransfer and Use
Certificate” (Standard Form DSP-83), which provides
additional assurance from the foreign individual that
thatindividual will not share the data with any person
who is not authorized to access the data and will not
re-exportthe information outside the United States.'*
As for unclassified data, your client must establish
and implement a TCP. When the ODTC issues a li-
cense to export classified technical data, the official
license is sent directly to DOD; only an informational
copy is forwarded to the applicant company.**® More-
over, where the deemed export involves classified
data, the company must obtain approval from the
DOD Defense Security Service (discussed below).

In connection with all licenses and agreement
approval requests, the ITAR requires an exporter to
submitadetailed certification letter.*** The letter must
certify, among other things, that neither your client
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(including all directors and officers) nor the foreign
national who will receive the deemed export has been
indicted for or convicted of violating designated crimi-
nal statutes. The letter also must certify that neither
party is ineligible to contract with or receive a license
or approval to import or export defense articles or
services from any U.S. Government agency.'*®

Unlike the BXA, which sets a 90-day target period
for acting on license applications, the ODTC places no
time limit on the application review and approval
process. If approved, an ITAR license generally ap-
plies for a four-year period.* If a license is denied,
you may file a written request for reconsideration
within 30 days after being informed of the adverse
determination. Upon reconsideration, your client will
be given an opportunity to present additional infor-
mation to the ODTC.*%

PENALTIES FOR “DEEMED EXPORT”
VIOLATIONS

Theseverity of the penalties that may be assessed—
which include substantial fines, the denial of export
privileges, imprisonment of employees responsible
for criminal violations, or a combination of these—
underscores the importance of compliance with the
deemed exportrule. Violationsinclude exporting with-
out a required license, failure to comply with license
conditions, and misstatement of facts during the li-
censing process.

Under the current versions of the EAA and the
EAR, any person who knowingly violates or conspires
to or attempts to violate any export regulation, order,
or license may be fined up to $50,000 or five times the
value of the exports involved, whichever is greater, or
may be imprisoned for not more than five years, or
both.’ In addition, certain willful criminal violations
may result in corporate fines of not more than five
times the value of the export involved or $1 million,
whichever is greater.’> Individuals may be fined up
to $250,000 and may be imprisoned for up to 10
years.’® Civil violations may result in penalties gener-
ally not to exceed $10,000 for each violation of the
EAA, the EAR, or any license issued thereunder.'s®
Among the potential administrative penalties are re-
vocation of outstanding licenses and company-wide
denial of export privileges.*’

Willful violations of the ITAR may resultin crimi-
nal fines for corporations or individuals of up to $1
million per violation or, in some cases, twice the gross
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gain resulting from the violation or imprisonment of
individuals for up to 10 years, or both.’*® Violations
can result in civil penalties for corporations or indi-
viduals of $500,000 or more per violation.™® Viola-
tions also may result in suspension and debarment
from export of defense articles or defense services.*®
A debarment typically lasts three years.¢!

Violations of export regulations can also lead to
administrative penalties that directly affect a
company’s ability to obtain federal contracts. For
example, violations of the ITAR—particularly those
relating to the handling of classified information
obtained pursuant to Government contracts—may
result in suspension and debarment from Govern-
ment contracting.!6?

Both the EAR and the ITAR have procedures for
voluntary disclosure of infractions. Such disclosure is
considered a mitigating factor in imposing adminis-
trative penalties.’®®* A compliance program may be
viewed as a good faith attempt to ensure future com-
pliance and result in decreased penalties.'®

Moreover, civil and criminal penalties may be
assessed for violations of OFAC export restrictions
under the various sanctions programs that the OFAC
administers. For example, for willful violations of the
U.S. sanctions against Iran, companies may be subject
to criminal penalties of up to $500,000 per violation,
and individuals may be fined up to $250,000 and
sentenced to up to 10 years in prison per violation.
Civil penalties include fines of up to $11,000 per
violation.'®®

Finally, a foreign national who had improper
access to controlled technical data also may be subject
to severe penalties under immigration law—includ-
ing deportation and exclusion.®

DEPARTMENT OF DEFENSE INDUSTRIAL
SECURITY REGULATIONS

Unlike the export control laws, which apply to all
private companies whether they are Governmentcon-
tractors or not, the Department of Defense (DOD)
industrial security regulations apply only to private
companies that have access to classified materials,
usually in connection with federal contracts. Thus, in
addition to the export control and immigration re-
guirements discussed above, if your client performs
contracts involving classified data, it must also take
into account DOD regulations that place further
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restrictions on contractors’ ability to hire and interact
with foreign nationals.

¢ DOD Policy

It is the general policy of DOD to protect all U.S.
classified information in the possession of U.S. indus-
tries, educational institutions, and organizations used
by federal prime contractors and subcontractors. To
implement this policy, DOD’s Defense Security Ser-
vice (DSS) has issued certain publications, including
the National Industrial Security Program Operating
Manual (NISPOM) and the DOD Personnel Security
Program Regulation,*” which specify procedures for
the protection of domestic information fromimproper
access by unauthorized personnel. Classified infor-
mation includes national security information (in-
cluding “confidential,” “secret,” and “top secret”
information) and restricted data regarding design,
manufacture, or use of atomic weapons. It also in-
cludesinformationclassified by aforeign government
that has entered into a General Security Agreement
with the United States.!®®

The NISPOM, which is incorporated by reference
in federal contracts that require access to classified
information, establishes a series of detailed require-
ments to ensure the protection of classified informa-
tion. These requirements govern a contractor’s
behavior in the precontract, performance, and
postcontract stages of any agreement. Access to
classified information may be required under con-
tracts with the DOD, the National Aeronautics and
Space Administration, the Department of Energy,
and the Department of State, as well as a number of
other agencies.'®

If a contract will require the use of classified
information on-site, the contractor must obtain a “Fa-
cility Security Clearance” (FCL), which is an adminis-
trative determination that the contractor’s facility is
eligible for access to classified information.® A facil-
ity covered by an FCL must operate in a manner
consistent with strict “safeguarding requirements,”
under which the contractor must implement proce-
dures to ensure that individuals who do not have the
proper security clearances are not permitted access to
classified materialsand thatthey are monitored closely
to ensure FCL compliance.'™

For individuals requiring access to classified in-
formation, the standard procedure is to apply for and
obtain a “Personnel Security Clearance” (PCL). Con-
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tractorsthatseek toemploy foreign nationalsin connec-
tion with classified contracts face serious constraints,
however, because the NISPOM provides thatonly U.S.
citizensareeligibleforPCLs.'? The NISPOM further states
that “[e]very effort shall be made to ensure that non-U.S.
citizensare notemployed indutiesthat may requireaccess
to classified information.”"

Notwithstanding this provision, the DSS may issue
accessauthorizationsto foreign national employees for
certain categories of classified information under lim-
ited circumstances. Non-employee foreign nationals
visiting contractor facilities (e.g., for symposiaor train-
ing programs) also may obtain access to classified
materials.™

Under the U.S. National Disclosure Policy, autho-
rization for disclosure of classified military informa-
tiontoaforeign person may be granted only ifall of the
following criteria are met: (1) the disclosure supports
foreign policy, (2) the release will not negatively affect
U.S. military security, (3) the foreign recipient has the
capability and intent to protect the classified informa-
tion, (4) the benefit of the disclosure outweighs any
potential risks, and (5) the scope of the disclosure is
limited to the information necessary to accomplish
U.S. objectives.'™

Requests for authorization for foreign nationals’
access to classified information are treated on a case-
by-case basis and must go through the cognizant
security agency (CSA)—i.e., theagency administering
the classified program at issue (often this is the DSS).
In addition to receiving CSA authorization, a com-
pany must obtainexportauthorizationfromthe ODTC
(discussed above).!

€ Limited Access Authorizations

Although a contractor’s foreign national employ-
ees are not able to obtain PCLs, those employees can
access limited classified information as required in
connection with their jobs if they obtain “Limited
Access Authorizations” (LAAs). The DOD will grant
LAAs “in rare circumstances” at its discretion where
(a) the foreign national possesses unique or unusual
expertise that is urgently needed to support a specific
Government contract, and (b) a cleared or clearable
U.S. citizen is not readily available.r” LAAs only
permit access to information on a “need-to-know”
basis and are granted only to foreign nationals work-
ing in the United States.'”® Because the LAA applica-
tion process can be lengthy, it is advisable to initiate
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the application process as soon as a foreign national’s
need for access to classified information becomes ap-
parent. The LAA application can be processed concur-
rently with any required export license or approval.

An individual with an LAA may be permitted to
access information up to the level of “Secret” but may
not access information designated as “Top Secret.”*’®
Persons with LAAs also are not permitted access to a
number of specific categories of information, includ-
ing (1) restricted data regarding nuclear weapons
design or production, (2) information that is not re-
leasable to the country of which the individual is a
citizen, (3) intelligence information, (4) information
for which foreign disclosure has been prohibited in
wholeorinpart,and (5) NATO information (although
foreign nationals of NATO countries may access this
information with the proper certification in connec-
tion with a specific NATO contract).’® The level,
nature, and type of information an individual may
access is specified in each LAA.

As required under the U.S. National Disclosure
Policy, considerations affecting issuance of an LAA
include the foreign national’s allegiance to the U.S.
susceptibility to foreign influence, and moral charac-
ter.8! The individual’s country of citizenship also
bears upon the determination. Yet there is no require-
ment that the foreign national have obtained any
particular immigration status to be eligible for an
LAA.12 For purposes of the LAA analysis, unlike the
BXA and ODTC export control regulations, perma-
nent residents and certain other foreign nationals (the
protected classes of foreign nationals who are ex-
cluded from the deemed export rule, as provided
above) are not distinguished from nonimmigrant for-
eign nationals.

The LAA application process first requires the
concurrence of the contracting agency that an indi-
vidual possesses a unique skill or expertise urgently
needed for performance of a contract. Ifitis likely that
the agency will “endorse” the LAA application, your
client must provide information®® to the Contracting
Officer that resembles the type of disclosure required
by the ODTC before the licensing of a foreign person
to access technical data subject to the ITAR. Such
information includes (a) the individual’s date and
place of birth, job title, and current citizenship, (b) a
statement that access will be limited to a specific
Government contract (identified by contract number),
(c) a description of the unusual or unique skill or
expertise possessed by the individual, (d) an explana-
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tion of why a qualified U.S. citizen cannot be hired in
sufficient time to meet the contract’s requirements, (e)
a list of the specific material to which access is pro-
posed and the classification level of such material, and
(f) the immigration status of the individual.*®

Once your client has obtained the agency’s con-
currence, the next step is to submit the individual’s
application (Standard Form 86, “Questionnaire for
National Security Positions”) to the Defense Indus-
trial Security Clearance Office (DISCO), the DOD’s
central security clearance processing center, along
with the contracting agency’s written concurrence
stating the reasons for the LAA. DSS conducts a back-
ground check to assess the applicant’s allegiance to
the United States, susceptibility to foreign influence,
and moral character. DISCO then makes a determina-
tion either to issue an LAA or to forward the file to the
DOD Office of Hearings and Appeals (DOHA) for an
initial adjudication.’®® The DOHA reviews the file and
either grantsthe LAA orissuesaspecific “statement of
reasons” why granting the LAAwould be inconsistent
with the national interest. The background check is
notsubject to any time limitand can take considerable
time because data often must be gathered overseas. If
an LAA is not granted, the foreign national may
respond in person before a DOHA administrative law
judge. The judge’s determination may be appealed to
the DOHA Appeals Board.'#¢

€ Foreign Ownership, Control &

Influence

Regardless of whether a prospective employee
will require access to classified information and an
LAA, an additional consideration when employing
foreign nationals is the possibility that such action
could be deemed to establish foreign ownership, con-
trol, and influence (FOCI) of the company.®¥" FOCI
would only be found to exist if a foreign national were
placed in acompany “key management” position that
afforded the foreign national a level of control or
influence that could adversely affect the performance
of classified contracts or resultin unauthorized access
to classified information.'®® Nevertheless, FOCI may
be implicated even if the foreign national is “walled
off” from all classified information. Where FOCI ex-
ists, the NISPOM requires reporting and steps to
mitigate the foreign influence insofar as it could affect
classified activities.'®® Thus, itis advisable for compa-
nies to consult with the DSS before hiring foreign
nationals for key management positions.
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€ Visits & Other Interactions With
Foreign Nationals

Itis the DSS’s general policy that visits—whether
by U.S. citizens or foreign nationals—to facilitieswhere
classified contracts are being performed are to be kept
to a minimum.* However, the DSS recognizes that
such visits are inevitable in connection with govern-
ment-to-government agreements, direct commercial
sales to foreign governments, symposia, conferences,
joint ventures and business arrangements in connec-
tion with proposals for or work on classified contracts,
or foreign participation in contractor training activi-
ties.’® Where visits necessitate that foreign nationals
have access to classified information, the DSS will
require either that (1) the individual has received
appropriate clearance from a country that maintains a
General Security Agreement with the United States
permitting reciprocal access to and protection of clas-
sified materials, or (2) the individual has an LAA in
place that covers access to the specified classified
information. As with U.S. citizens’ visits, access is
provided only on a need-to-know basis.*?> Moreover,
foreign national visits are subject to strict DSS notice
and approval requirements.

The NISPOM specifies that all visits to classified
facilities that will require access to classified materials
are subject to advance notice and approval by the
CSA.1% Approvals are required for one-time visits
(generally limited to 30 days) and extended visits (for
up to one year) alike.’® Requests for visits by foreign
nationals must be submitted through government-to-
government channels if they will involve (a) disclo-
sure of U.S. classified information, (b) disclosure of
unclassified information related to a U.S. classified
program, or (c) certain plant visits that have previ-
ously been approved by the appropriate agency.**®
Only those foreign nationals who have received the
requisite security clearances from their countries of
citizenship or who have received LAAs from the DSS
are eligible to access classified information. Requests
for visits by foreign nationals that will not involve
accessto classified information, on the other hand, are
submitted directly to the contractor and in many cases
are not subject to the notice and prior approval re-
guirements (i.e., the contractor isonly subject to appli-
cable export control requirements).1%

Foraforeign national located abroad (whether the
individual is employed by a foreign government or
company), the foreign government must send a visit
request lettertotheapplicable U.S. Governmentagency
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visit office. This office is usually within the military
department in charge of the classified program. The
letter must indicate that the individual has obtained a
security clearance from the individual’s country of
nationality and specify the information the individual
seeks to access. If the individual’s home country has
entered into a General Security Agreement with the
United States!®” and access is required by the foreign
national, the visit typically will be authorized. (Where
the country does not maintain a General Security
Agreement with the United States, requests for access
are handled on a case-by-case basis.) When a visit
request is approved, the approval notification con-
tains instructions regarding the level and scope of
classified information that may be disclosed.'*®® After
approval, the contractor will be notified and given an
opportunity to deny the visit request. U.S. Govern-
ment-sponsored visits are exempt from the export
licensing and approval provisions of the ITAR, so no
independent export authorization will be required.**®

If the foreign national visit request is denied, the
contractor still may accept the visitors, but it may only
disclose information in the public domain.?® If the
agency visit office declines to render a decision be-
cause the visit is not in support of a U.S. Government
program, however, the visit still may take place and
the foreign national may be permitted to access classi-
fied information as long as certain procedures are
followed. Specifically, inadditionto obtaining the proper
export authorization,® the contractor must obtain the
requisite security clearance information in the form of
“security assurances” from the visit office.?

Another possible scenario in which a foreign na-
tional may request access to classified information
involvesavisittoaU.S. contractor facility by a foreign
national withan LAA—e.g.,anindividual from France
who works at a different U.S. company within the
United States and holds an LAA. In this situation, the
U.S. contractor could permit access if (1) the requisite
export authorization is in place, (2) the foreign
national’s LAA covers the information sought for
access, and (3) the foreign national has a need to know
the information.?®

For extended visits and assignments of foreign
nationals to cleared facilities, prior notification to the
cognizantsecurity agency isalways required, whether
access to classified information is involved or not.?*
The notification mustinclude acopy of the visitautho-
rization letter and export authorization as well as a
TCP%5 setting forth procedures to ensure that the
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foreign national cannot access any classified informa-
tion other than that specifically provided for in the
export authorization or license.?®® If the foreign na-
tional will require access to export-controlled infor-
mation related to, or derived from, a U.S. classified
contract, the contractor must obtain the written con-
sent of the contracting agency, and that consent must
be included in any request for export authorization.*’
Extended visits and assignments of foreign nationals to
contractor facilitieswill beauthorized only ifitisdeemed
“essential” that the foreign national be at the facility
under the terms of a contract or U.S. agreement.*®

Interactions between contractors performingclas-
sified contracts and foreign nationals other than in
connection with a site visit also are subject to similar
prior notificationand approval requirements. As noted
above, for example, before a contractor makes a pro-
posal to a foreign company that ultimately will in-
volve disclosure of U.S. classified information, the
DSS requires the contractor to obtain an ODTC export
authorization, the concurrence of the contracting
agency, and a facility clearance verification on the
foreign company from DISCO.2 |In addition, when
a U.S. contractor enters into an agreement that will
involve the provision of classified information to
foreign nationals, the DSS requires that a number of
security requirements clauses be incorporated into
the agreement between the United States and the
foreign entity.?°

In sum, contractors involved in classified con-
tracts face significant restrictions when considering
hiring, assigning, or even collaborating with foreign
nationals. NISPOM violations pertaining to LAAS,
visit approvals, FOCI procedures, or other industrial
security procedures can result in an administrative
inquiry by the DSS and ultimately lead to a suspen-
sion, an invalidation, or a revocation of a contractor’s
FCL and render a contractor ineligible to work on
future classified contracts.?!!

DISCRIMINATION CONCERNS

Given the numerous and often complex immigra-
tion, export control, and industrial security require-
ments applicable to the hiring of foreign nationals,
employers—particularly those working on classified
contracts—might be tempted to avoid hiring foreign
nationalsaltogether. However, suchan approach might
well run afoul of statutory prohibitions against citi-
zenship- and national origin-based discrimination.
Before implementing any exclusionary practice or
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“screening policy,” employerswould be well-advised
to consult the Immigration Reform and Control Act of
1986 (IRCA) and the nondiscrimination provisionsin
Title VII of the Civil Rights Act.

Under IRCA, acompany of four or more employ-
ees may not differentiate among applicants for em-
ploymentwho are considered “protected individuals,”
which is the same class of individuals who are exempt
from the licensing requirements under the EAR and
ITAR (including permanent residents, refugees, and
asylees).?’? IRCA prohibits employers from setting
different employment verification standards or re-
quiring different groups of employees to present addi-
tional documentation based on citizenship status.?* The
Department of Justice’s Office of Special Counsel (OSC)
is charged with enforcing IRCA.?** In addition to being
required to pay monetary fines (as much as $10,000 per
violation), contractors that violate IRCA may be subject
to debarment from Government contracting.?s

Employers may find relief from IRCA’s prohibi-
tion under an exception providing that such discrimi-
nation is permissible if it is necessary to comply with
any law, regulation, or executive order or required by
any federal, state, or local government contract—
sometimes called the “Government contractor de-
fense.”?® This exception permits a policy of excluding
foreign nationals from consideration for positionsthat
require access to classified information because the
NISPOM generally requires that they be excluded
from such access. Note that this exception would not
support a policy of excluding foreign nationals from
work on classified contracts that does not require
access to classified information.?” Although some
burdensome regulatory requirements apply, no law
requires foreign nationals to be excluded from work
that does not entail access to classified information.
Moreover, discriminationagainst “protected individu-
als” on the basis of the ITAR and EAR requirements
would not come within this exception because all
“protected individuals” under IRCA generally are
exempt from licensing requirements.?8

While IRCA addresses citizenship-based discrimi-
nation, discrimination based on a person’s national
origin is prohibited under Title VII of the Civil Rights
Act.?® This prohibition applies regardless of whether
the prospective employee is a “protected individual”
under IRCA.

To avoid inadvertent violation of these provi-
sions, precautions must be taken when interviewing
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prospectiveemployees. Inquiringaboutanindividual’s
citizenship statusisnotillegal perse. Asageneral rule,
however, the OSC recommends against asking job ap-
plicantstospecify their citizenship status because such
aninquiry could lead a rejected applicant to conclude
that your client considered the information in making
the hiring decision and discriminated on that basis.

An employer may ask all prospective employees
questions designed to elicit information regarding
whether an individual is within one of the IRCA
classes of protected individuals such that export li-
censing—i.e., the deemed export rule—and other im-
migration requirementswould notapply. One question
that the OSC has “approved” is the following: “Are
you currently authorized to work legally for all em-
ployersin the United States on a full-time basis, or just
your current employer?”?? However, this question
may not ensure compliance with the deemed export
rule if the person is eligible to work but does not fall
withinthe IRCA protected class of individuals exempt
fromexportlicensing requirementsunderthe EAR and

the ITAR. Assuming the prospective employee is not
authorized to work for all employers, that individual
will notcome within the protected classes of IRCA, and
the various visa requirements as well as the deemed
exportrulewill come into play. This question does not
appear to violate the national origin discrimination
provisions of Title VII of the Civil Rights Act.

In addition, your client may, without violating
IRCA, elicit additional information as to the
individual’s country of nationality ifsuch information
isrequired to determine whether the applicantis from
one of the sensitive destinationsunderthe EAR, ITAR,
and OFAC regulations for which licensing is difficult
or impossible to obtain or from which an individual
likely would not be afforded access to classified infor-
mation under the NISPOM. However, your client
must use care to ensure that all questions are appro-
priately drafted to seek the relevant and required
information without violating the IRCA or the Title
VIl discrimination provisions.

GUIDELINES

These Guidelines are designed to assist in understanding the immigration law, export control, industrial

security, and other requirements that apply when U.S. companies hire or work with foreign nationals. They are
not, however, a substitute for professional representation in any specific situation.

1.

When planning to employ or host a foreign national as a visitor, determine the individual’s current
immigration status and then take action, if necessary, to obtain the status required for the individual to
work at or visit your client for the desired length of time.

If the foreign national will be employed by your client, determine whether the individual is a legal
permanent resident, refugee, or asylee. Foreign nationals with any of these statuses may work in the
United States on an indefinite basis. Subject to limited exceptions, the export licensing requirements
necessitated by release of technology and software data to foreign nationals generally do not apply to
foreign nationals in these categories.

If the foreign national is not a legal permanent resident, refugee, or asylee, determine whether the
individual qualifies for a nonimmigrant visa that will permit the individual to work in the United States.
Nonemployee business visitors may come to the United States on B-1 visas; individuals who will be
employed in the United States on a temporary basis frequently are sponsored under H-1B, L-1, TN, or H-
3 visas. Keep in mind that all individuals in the United States in these visa categories are subject to the
deemed export rule.

In addition to the time required to process any necessary immigration requirements (e.g., obtaining an
appropriate visa), take into consideration the amount of lead time necessary to deal effectively with
deemed exportlicensing requirements. If the foreign national will require access to classified information,
factor in the amount of time that will be required to obtain all DOD and agency approvals.

Identify all controlled technology and software to which the foreign national may require access and
classify it under the EAR or the ITAR. Be aware of the circumstances in which a release of controlled
information can occur—including through telephone conversations, e-mail, computer networks, and fax
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10.

11.

12.

communications. Also, determine whether any other agency, such as the Department of Energy or the
Nuclear Regulatory Commission, retains jurisdiction over export of the technology that will be accessed.
If it does, consult the agency’s export regulations in addition to the EAR or ITAR.

Determine whether the foreign national is from a *“sensitive” country. This includes countries subject to
OFAC sanctionsand, if the ITAR applies, the proscribed or embargoed destinations set forth inthe ITAR.
If the individual is from a country subject to OFAC sanctions, consider OFAC licensing requirements in
addition to any EAR or ITAR requirements. Obtaining a license for the release of covered technology,
software, or technical data to any such foreign nationals may be difficult, or even impossible.

If it becomes clear that a license cannot be obtained for a foreign national, one possible solution would be
to obtain permanent residence for the foreign individual. While waiting for the application to be
processed, however, you must ensure that the foreign national will be “walled off” from all controlled
technology and software.

If the foreign national is not from one of the sensitive destinations, determine whether any of the EAR or
ITAR (to a lesser extent) license exceptions applies. Many license exceptions are contingent on obtaining
assurances or certifications from foreign nationals. If so, be sure to obtain such documents and provide
them to the appropriate agency, if necessary.

Because the processing of export licenses can take considerable time (90 days or longer), companies often
must delay their employment of or interaction with foreign nationals. If delaying employment or a
prescheduled visit is not possible, you must ensure that the foreign national does not access controlled
technology or software until an export license is secured.

Once you know that a foreign national (regardless of immigration status) has either been identified for
employment or will be visiting your facility and will require access to classified materials, take the steps
necessary to obtain the requisite access LAA or visit authorization, as required under the NISPOM. If the
foreign national will be employed in a key management position, take any necessary steps to ensure that
foreign ownership, control, and influence risks are mitigated.

Take care when screening foreign nationals for employment to consult the nondiscrimination provisions
of IRCA and Title VIl of the Civil Rights Act to make certain that company policies are consistent with all
restrictions on employment discrimination based on citizenship or national origin.

Develop and implement a compliance program designed to educate your client’s human resources
department and managerial personnel on the restrictions that come into play when working with foreign
nationals. The program must be comprehensive and flexible enough to keep up with regulatory changes.
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