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discovery in commercial litigation. Employees often

made unguarded comments in emails that, in years past,
would have never found their way into written memos. Emails
soon became a gold mine of useful information in litigation, and
today, computer-retrieved data often outweighs paper produc-
tion. In Linnen v. A.H. Robins Co., computer forensic engineers
recovered this now infamous email that discussed the side effects
of the Phen-Fen drug: “Do I have to look forward to spending my
waning years writing checks to fat people worried about a silly
lung problem?”' The email led to one defendant’s paying out one
of the largest settlements in history.

As individuals have become more cognizant of the dangers of
archived emails and other electronic documents, they have also
developed a variety of habits for deleting information from their
computer systems. However, this can lead to even greater compli-
cations in subsequent litigation: The deleted files are usually recov-
erable, and the fact of the deletion can lead to a court’s imposing
serious sanctions for attempting to destroy relevant evidence.

D uring the 1990s, the advent of email changed the face of

The Growth of Computer Forensics

Computer forensics is thus becoming one of the most impor-
tant tools in litigation, and it has found its most common appli-
cation in intellectual property litigation. An increasing number
of courts are ordering forensic inspections of computer systems
for the purpose of recovering deleted information, and those
deleted files often hold the highest prospect of turning up the
proverbial smoking gun. Such was the case in MediaTek, Inc. v.

VIA Technologies, Inc.,* a trade secret case in which the defendant
denied having possession of plaintiff’s source code. A forensic
inspection of its engineers” hard drives resulted in the recovery of
deleted emails that attached the source code at issue. The case set-
tled not long thereafter for a license agreement that included a
royalty payment of $50 million.

But discovering key evidence is only one benefit of conduct-
ing forensic discovery. Inspecting an adversary’s computer system
often reveals that relevant information was deleted during the lit-
igation, when there was a legal obligation to preserve that evi-
dence. This can lead to sanctions ranging from the entry of default
judgment’ to giving the jury an adverse inference instruction at
trial.* The more effectively that a party renders its prior data unre-
coverable, the greater its risk of having a default sanction entered
against it. Indeed, it is surprising how often information is delet-
ed after a court has ordered the inspection of a computer system,
which reflects a high degree of ignorance as to the forensic inspec-
tion that is about to occur and the sanctions that might result.

Obtaining Discovery of Deleted Electronic Files During
Litigation

There are a variety of approaches to obtaining discovery of
deleted electronic files during litigation. One approach is to bring
a motion to compel another party to recover files from its own
computers at its own expense. Not surprisingly, however, a liti-
gant will rarely be satisfied with its adversary’s efforts in this
regard.” Accordingly, the most frequent approach is to seek a
court order requiring the production of computer systems or



hard drives for inspection by a forensic expert hired by the other
party or establishing procedures for the inspection of the hard-
ware by a court-appointed expert.

A mere suspicion that another party has failed to fully comply
with its discovery obligations is usually considered an insufficient
basis for a court to order the inspection of its computer systems.®
Nevertheless, the threshold for obtaining an inspection order is
not always difficult to meet. For example, testimony by an indi-
vidual that he routinely deletes email has been found sufficient to
support a court order requiring the inspection of his hard drive.”
Another common scenario is when an email is produced by one
party or individual but another party or individual does not pro-
duce the same email despite being identified as the sender or a
recipient of that email. This gives rise to an inference either (1)
that the party has the email on its computer system but is not pro-
ducing it or (2) that the party deleted the email from its system.
This also can warrant an order for a computer inspection.® A party
also may establish, through other evidence, that its adversary had
possession of certain information at one time and then use the
adversary’s failure to produce that information in discovery as a
basis for ordering a forensic inspection of its computer systems.’

The Availability of Injunctive Relief

While inspection of an adversary’s computer system is typi-
cally done during the discovery process, it also may be achieved
through injunctive relief. In certain circumstances, courts have
been willing to enter a TRO or a preliminary injunction prohibit-
ing a party from deleting electronic information or requiring that
computer systems be turned over for inspection.” This is often
combined with other relief. Procedurally, satisfying the legal
requirements for the issuance of a TRO or a preliminary injunc-
tion will usually be more difficult than prevailing on a motion to
compel discovery." On the other hand, an injunction may be able
to go further in directing a party to cease future activity that has
the potential of further destroying or deleting electronic evidence
and rendering it unrecoverable. Moreover, the violation of an
injunction or TRO may result in a party being held in contempt
of court and is likely to result in stronger sanctions than a viola-
tion of a discovery order.”

When seeking the right to inspect an adversary’s computer
system, it is important for the inspecting party to consider
whether it is seeking to recover active files, deleted files, or both.
This may affect the proof required to obtain the order for the
inspection. For example, if the evidence shows that a party has
deleted information from its computers but does not indicate that
the party has withheld from discovery active information on its
computers, then the court may restrict its order to the recovery of
deleted files.” However, if the court finds that a party has engaged
in inappropriate conduct by withholding or deleting relevant
information on its computer systems, it may be willing to author-
ize recovery of both active and deleted files, even if the evidence
is primarily directed toward one or the other." Regardless, a liti-
gant must be able to reasonably tie the scope of the requested
relief to the evidence that warrants the inspection.

Procedures Governing Forensic Inspection of Computer
Systems

In the normal course of discovery, a party simply collects its
own documents for production, including information that
resides on its computer system. However, if a party is ordered to

produce an entire computer or hard drive for inspection, it is not
physically possible to limit the inspection to relevant informa-
tion.” For this reason, inspections are usually conducted by a
computer forensic expert, with no one else being allowed to par-
ticipate in the inspection itself.'* Moreover, to minimize business
disruption and to preserve the integrity of the data, the expert is
often directed to make mirror images of the media, maintain cus-
tody of those images during the remainder of the litigation, and
provide certain specified data to the parties."”

The next issue involves the scope of the search itself. Courts
typically establish protocols for identifying and producing only
non-privileged information that is relevant to the litigation.
Relevance parameters may include limitations in time (the dates
files were created or last modified) and the use of specified search
terms to limit the substance of the information produced. The
search also may be restricted to computer hardware that certain
individuals had access to or files created by particular individuals.
Moreover, if the producing party can fairly argue that privileged
information may reside on the system, then that party will be
afforded an opportunity to review information for privilege
before it is produced to its adversary.

A separate question is whether, and to what extent, the party
producing its computers for inspection should be allowed to
screen recovered information before it is produced to the inspect-
ing party. In some cases, attorneys for the party producing the
hardware have been permitted an opportunity to review recov-
ered data for relevance, responsiveness to discovery, and privilege
prior to that information being produced.” However, when elec-
tronic files have been deleted, the inspecting party may not trust
opposing counsel to make determinations of relevance, as docu-
ments withheld on that basis will not be reflected on a privilege
log and therefore cannot be subject to scrutiny. It therefore may
be advantageous to obtain a court order that allows the forensic
expert to identify information that contains certain relevant
search terms and produce it directly to both parties. Only infor-
mation that is potentially privileged should be withheld from that
production.” Alternatively, the forensic expert could provide all
recovered information to the court for an in camera review, after
which the court would provide all discoverable, non-privileged
information to the party seeking the discovery.”

The party seeking discovery also should ensure that the
forensic expert is allowed to determine when and how the recov-
ered files were deleted. If files were deleted during the litigation or
after the court ordered the computer inspection, this could give
rise to serious sanctions. Accordingly, the forensic expert should
be asked to determine when the recovered files were deleted, how
the files were deleted (e.g. by a particular software application),
and to provide any available information about deleted files that
could not be recovered.”

The Technological Process for Recovering Deleted
Information

A forensic inspection usually begins by making mirror
images of the media in question. This mirror image is a perfect
sector-by-sector, bit-by-bit copy of the media of the drive and
includes the unused and partially overwritten spaces where
important evidence may reside. Moreover, the imaging process
does not require that the operating system be turned on, ensuring
that the system is not altered in any way during the imaging
process. This preserves the evidentiary value of the information



recovered, because even booting up a computer can alter critical
evidence, such as creating new dates or modifying existing dates
associated with the files in question.

Once the mirror image is created, forensic experts can search
for active data, recover files and directories that have been delet-
ed, and identify unused space (either because it has never been
used or because the information contained there has been delet-
ed by the user and then marked by the computer as available for
writing new information). In addition to recovering files that
have been deleted by the user, files can be recovered when a drive
has been reformatted, because in most cases reformatting does
not actually harm the data on the drive but only eliminates doc-
ument indexes and file/folder pointers. Defragmentation of a
hard drive sometimes makes its data unrecoverable, but not
always. Only certain types of wiping utilities tend to render data
completely unrecoverable. This procedure involves running an
application that intentionally overwrites data with a pattern of 1s
and 0Os. Even then, however, forensic experts often can determine
the date, time and specific program used to conduct the wiping,
which can provide a basis for evidentiary sanctions.

Forensic experts can do more than just recover deleted files.
For example, they often can determine whether and when files
have been altered, damaged, or deleted; provide a historical
account of content contained in a file; determine who had access
to a drive; recreate a chain of events or user activity, such as inter-
net activity; conduct electronic searches to quickly retrieve rele-
vant data; or recover multiple drafts of a document.

Accordingly, it is important for litigants to become familiar
with the services that a computer forensic expert can provide, as
well as the procedures by which computer inspections can be
obtained during litigation. Forensic inspection of computer
media is one of the new frontiers of discovery, and it is sometimes
the most fruitful approach to obtaining the critical evidence that
is needed to win a case or force it to settlement.
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