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Good morning. | am pleased to help kick off the IAPP’s Privacy Bar Section today, and
it is a privilege to follow the welcoming remarks by Chris Wolf and Trevor Hughes. Chris and
Trevor are leaders in the effort to build a community of privacy practitioners in companies and
governments around the world, to integrate academics and advocates into the discussion, and to
train the next generation of privacy leaders. The establishment of the Privacy Bar Section is a
testament to their vision and commitment to the value of privacy.

The growth of privacy law also has a lot to do with the rise of the commercial Internet.
The Internet has become today’s global trade route, and personal data is one of its major
currencies.” The growth in the digital economy is impressive. One study found that economic
activity taking place over the Internet is growing at 10% per year within the G-20 group of
nations.? So is its overall size in absolute terms. To take one measure, the Department of
Commerce reported in 2014 that the U.S. exported nearly $360 billion in digitally deliverable
services, and that the national surplus in such services was about $135 billion.?

Much of this economic activity depends on exchanges of personal information, and that
makes appropriate privacy and security protections essential. This means that our work here, as
members of the Privacy Bar Section of the IAPP, is hugely important. The issues that arise
regarding personal information and the digital economy are going to increase not only in scale
but also in complexity in the coming years. As practitioners in this area, it is our job to look
around the corner and to anticipate the upcoming challenges; to work together to create practical
and executable solutions; and to be vigilant leaders in what will continue to be a constantly
changing field.

One challenge that has faced the digital economy for some time now is its dependence on
exchanges of personal information and its relationship with the individual consumer. Consumers
want to know — and should be able easily to find out — what information companies are
collecting, where they’re sending it, and how they’re using it. This kind of information is
important to consumers’ decisions not only about how to use digital products and services, but
also whether to use them in the first place.

My former agency, the Federal Trade Commission (FTC) was quick to understand this
connection. The FTC’s actions in the privacy space generally are also something that members
of the Privacy Bar Section will continue to watch very closely. With the Section’s opening as a
backdrop, | would like to share a few of my thoughts about the FTC’s future in privacy
enforcement, policy, and international engagement. My hope is that these remarks will serve as
initial food for thought as we join together as the new Privacy Bar Section in supporting future
growth and innovation, imbued with the values of privacy.

Enforcement

The FTC entered the privacy and data security arenas because the potential for security
breaches and misuses of personal information to harm consumers was clear. Over the past 20
years or so, the Commission has brought around 100 actions solely under section 5, protecting



millions of consumers — in the United States, Europe, and elsewhere — from deceptive or unfair
data practices.

Although the FTC has never been alone on the privacy frontier, other agencies have
arrived on the scene or recently begun to take on more prominent roles. The FCC* and CFPB,”
for example, have adopted more aggressive enforcement and regulatory positions. The states,
which have been active privacy and data security enforcers all along, have passed many of their
own laws, ranging from law enforcement access, to biometrics and drones, to revenge porn. And
the European Union (EU) and Member State DPAs have exerted a constant influence on
companies’ data practices and on broader debates about what protections privacy laws should
offer and how to put those protections into practice.

Yet the FTC, with its broad authority under Section 5,° will be an increasingly important
force as technology develops, and the silos that sector-specific laws are built around begin to
crumble. Take health information as an example. The federal health privacy law, HIPAA, is a
crucial source of privacy protections for consumers in traditional healthcare settings. But the
booming popularity of wearable health devices, health apps, and health-related websites has
made it clear that a lot of information that is just as sensitive as what our physicians collect
escapes HIPAA’s purview, and flows freely without the same protections that apply in hospitals
and doctors’ offices.” The FTC’s authority provides an important source of protection for such
health information that flows outside of the HIPAA context. As the digital economy and
innovative service offerings to consumers grow, more sensitive information will seep through the
sector-specific barriers and protections that we have set up. The FTC’s net of protection can
capture the information that falls through the cracks. | expect the FTC to rely upon its unique
authority and broad jurisdiction to find ways to take action when consumers’ sensitive data is
lost or misused.

Another hallmark of FTC enforcement in recent years has been the speed with which the
agency has used its existing authoritg/ to address privacy concerns that sometimes accompany
new technologies. Social networks,® messaging apps,® connected devices, and location analytics
services' have all been subject to FTC enforcement actions under Section 5. The signal that
these cases send is clear: new services and technologies do not receive a pass from the FTC.

But the FTC often addresses emerging practices with something short of an enforcement
action. Warning letters play an important role in alerting companies about potentially illegal
practices. And because, such letters can precede enforcement actions, as was the case with FTC
warning letters to mobile app vendors with respect to COPPA*! and Fair Credit Reporting Act*?
issues, these warning letters send broader signals to the market. Last month, FTC staff sent 12
warning letters to app vendors that use a software development kit that apparently allows apps to
track consumers’ television viewing habits by detecting unique audio codes placed in programs
or ads.’® The letters encourage the app vendors to determine whether their use of the software in
question enables third parties to monitor consumers’ television viewing habits and, if it does, to
effectively inform consumers so that they can decide whether to use those apps. We will have to
wait to see whether the FTC’s most recent warning letters lead in a similar direction.

The concerns that underlie these warning letters are similar to those in the FTC’s actions
against Path,** Aaron’s,*® and DesignerWare®: If a company is going to collect or use
information — especially sensitive information — in a completely unexpected way, it needs to be
very clear about it with consumers.



Another way the FTC has addressed the impact of new technologies is through
workshops on cutting edge issues like cross device and retail mobile location tracking. Indeed,
just last week, the FTC announced a three-part fall technology series that will address smart TVs,
drones, and ransomware. "’

I expect the FTC to continue to use the enforcement mechanisms at its disposal to swiftly
and adeptly react to potential consumer harms related to emerging technologies and spaces. As a
Privacy Bar Section, we can stay up-to-date not only on the content of enforcement actions but
also on FTC warning letters, workshops, and other activities, in order to maintain our thought
leadership and ability to participate in these important discussions about privacy.

Big Data and the Internet of Things

These enforcement actions, warning letters and workshops present various slices of the
broader issues that confront consumers, companies, and enforcement agencies like the FTC as
our society embraces connected devices and increasingly powerful data analysis tools. The FTC
has been a leader in thinking holistically about the potential benefits and risks of the Internet of
Things and big data, and for the past few years it has been conducting a broad and deep
conversation about the roles of privacy and security in these emerging technologies.

The promise of these technologies is significant. Cities can better maintain their
infrastructures by developing sophisticated early warning systems for gas and water leaks.
Medical researchers can enroll patients in large-scale research projects and collect streams of
useful, reliable data that in the past would have been a mere trickle from surveys and patients’
own reports.*® And the prospects for connected devices to help companies run their operations
more efficiently seem nearly endless.

But the challenges are significant. More devices in consumers’ homes, cars, and even
clothes will mean much more sensitive data will be collected. User interfaces on devices will
shrink or disappear, making it more difficult for consumers to know when data is being
collected, let alone exercise any control over the collection itself. Connectivity will just be part
of how things work, as electricity is today.

And the data that will be available as a result of these connected devices will be deeply
personal. Some of these devices will handle highly sensitive information about consumers’
health, homes, and families. Some will be linked to consumers’ financial accounts or email
accounts. And all of this sensitive data will feed the burgeoning data analytics industry and new
kinds of algorithmic decision-making.

Security is one of the biggest challenges with the Internet of Things, and security is
essential to privacy. Unfortunately, there is some evidence that security vulnerabilities are
rampant in the Internet of Things. A study by Hewlett-Packard found that 90 percent of
connected devices are collecting personal information, and 70 percent of them are transmitting
this data without encryption.*®

And because many connected devices are linked to the physical world, device security
also is a top concern. But many connected devices will be inexpensive and essentially
disposable. If a vulnerability is discovered on such a device, will such manufacturers have the
appropriate economic incentive notify consumers, let alone patch the vulnerability??

3



Over the past few years, the FTC has made a significant effort to draw attention to the
importance of security in the Internet of Things and to provide more specific guidance about
what it expects from companies that provide 10T devices and services. This guidance has taken
the form of the 2015 staff report on the 10T, % a detailed blog post on specific 10T security
considerations,?” and a series of Start with Security workshops that have been held, so far, in San
Francisco,” Austin,?* and Seattle.

A basic premise of the reasonable security standard that the FTC enforces is that it
requires companies to be aware of the amount and sensitivity of personal data that they process,
and to take security measures that are appropriate for the data and for the size and complexity of
their businesses.?® The FTC also expects ongoing assessments to be part of a continuing process
of identifying new risks and adjusting their security practices accordingly. Since data security
risks differ for each company, no single prescription for a security process or program will work
for all companies.?’

The FTC has heard the call from companies to be more specific about what “reasonable
security” requires, and has responded, though perhaps not as quickly or in as much detail as
some companies would like. A couple of developments in this space will be worth watching
very closely. First, the FTC’s settlement with Wyndham requires the company to meet a “PCI+”
standard for the cardholder data that it handles.”® That is, Wyndham will be deemed to comply
with the final order’s comprehensive information security program if it passes annual audits
conducted by an independent, qualified, conflict-free auditor; and the auditor certifies the extent
of Wyndham’s compliance with PCI’s Risk Assessment Guidelines.

The Wyndham order depends heavily on independent PCI audits, and this leads to the
second development that practitioners should watch closely over the next couple of years. Last
month, the FTC ordered nine companies that conduct PCI DSS assessments to file so-called
“special reports” issued under the agency’s 6(b) authority.® The orders focus heavily on these
firms’ independence by examining their incentives, procedures, and interactions with clients.*
Given the role that PCI assessments play in Wyndham and other data security orders and in the
greater scheme of protecting payment card information, this focus makes sense.

Privacy Shield and the Merging “Lanes” of Privacy

The FTC and U.S. stakeholders are not the only ones wrestling with the many privacy
and security issues raised by the Internet of Things and big data. Companies and regulators in
Europe are confronting them, too, and all involved would benefit from a deeper and more
sustained discussion. This is particularly true now that the effective date for the General Data
Protection Regulation (GDPR) is just about nailed down, and many of its provisions — such as
privacy by design, data security, and a stricter definition of consent — require careful thought to
implement in connected devices and the data-intensive services that go along with them.

For much of the past few years, however, and certainly for the past six months, these
discussions have taken a back seat to the more immediate issues surrounding Safe Harbor and
transatlantic data transfers more generally.

The EU-U.S. Privacy Shield* settles — for now — the questions about what will replace
Safe Harbor. Privacy Shield repairs the two greatest losses that the European Court of Justice’s
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invalidation of Safe Harbor inflicted: the loss of transparency that would have come from
pushing thousands of former Safe Harbor companies to rely on binding corporate rules and
standard contractual clauses, and the loss of FTC enforcement.

These two issues go hand-in-hand, since it is the public commitment of companies to
provide the protections that were spelled out—first in Safe Harbor, and now in Privacy Shield—
that provides the easiest hook for FTC enforcement. The FTC has committed to continuing to
vigorously enforce the Privacy Shield principles, and it will be joined by the Commerce
Department and the European DPAs in that effort. Privacy Shield also requires stronger
commitments on the part of third-party controllers and agents.* In addition, Privacy Shield
includes a raft of new procedural rights that will allow consumers to pursue complaints against
participating companies, and the FTC reaffirmed its commitment to give priority to referrals
from European DPAs.** Add to this the strong protections that Privacy Shield requires with
respect to sensitive information, access, and other fundamental privacy protections. All of these
elements together provide strong substantive protections, practical individual redress
mechanisms, and effective oversight and accountability through the efforts of the FTC,
Department of Commerce, DPAs, and the European Commission.

And all of this is before we consider Privacy Shield’s commitments on law enforcement
and intelligence agencies’ access to personal information held by Privacy Shield companies. |
will not go into the details of these commitments today. Instead, | would like to draw attention
to the fact that these commitments exist alongside those from the FTC and the Department of
Commerce in the same framework.* This speaks volumes about the extent to which the
different privacy silos, or “lanes” as they’re known in the government, have begun to merge. We
can see further evidence of this merging of commercial issues and government access issues in
areas such as ECPA reform and the use of encryption in commercial products and services.

There is a role for the FTC to play in debates about encryption and reform of the
Electronic Communications Privacy Act because the FTC’s combination of privacy and data
security enforcement experience, and increasing technical sophistication, give it a unique
perspective in these discussions.*® Whether my former colleagues at the Commission, and future
Commissioners, will seek a more prominent role in these debates is something that remains to be
seen.

There is a lesson in all of this for you as inaugural members of the Privacy Bar Section.
The Section’s creation marks the recognition that privacy law is here to stay. But we know that
does not mean that it will stay the same. As practitioners, we all need to be aware of how
changes in technology, business practices, and — I don’t think I’m making an overstatement —
political developments in the U.S. and elsewhere affect companies, consumers, and regulatory
and enforcement agencies.

I expect the Privacy Bar Section to help us think more deeply about how the law — and
enforcement of the law — will develop in light of all of these challenges. | look forward to
working with all of you to contribute to the effort.

Thank you.

Y William E. Kennard, U.S. Ambassador to the EU, Winning the Future Through Innovation, Remarks Before
the AmCham EU Transatlantic Conference (Mar. 3, 2011), available at
http://useu.usmission.gov/kennard_amchameu_030311.html.
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https://www.ftc.gov/enforcement/cases-proceedings/1023142-x120032/wyndham-worldwide-corporation
https://www.ftc.gov/enforcement/cases-proceedings/1023142-x120032/wyndham-worldwide-corporation
https://www.ftc.gov/news-events/press-releases/2016/03/ftc-study-credit-card-industry-data-security-auditing
https://www.ftc.gov/system/files/attachments/press-releases/ftc-study-credit-card-industry-data-security-auditing/160307datasecurity6border.pdf
https://www.ftc.gov/system/files/attachments/press-releases/ftc-study-credit-card-industry-data-security-auditing/160307datasecurity6border.pdf
https://www.ftc.gov/system/files/attachments/press-releases/ftc-study-credit-card-industry-data-security-auditing/160307datasecurity6border.pdf
https://www.commerce.gov/sites/commerce.gov/files/media/files/2016/eu_us_privacy_shield_full_text.pdf.pdf

% See generally Letter from Office of the Director of National Intelligence General Counsel Robert Litt to
Justin S. Antonipillai and Ted Dean (Feb. 22, 2016) (included in Privacy Shield Full Text, supra note 39).

% See Julie Brill, Commissioner, FTC, Statement About the Federal Trade Commission’s Written Testimony on
“Reforming the Electronic Communications Privacy Act Submitted to Senate Judiciary Committee” (Sept. 16,

2015), available at https://www.ftc.gov/public-statements/2015/09/statement-about-federal-trade-commissions-
written-testimony-reforming.



https://www.ftc.gov/public-statements/2015/09/statement-about-federal-trade-commissions-written-testimony-reforming
https://www.ftc.gov/public-statements/2015/09/statement-about-federal-trade-commissions-written-testimony-reforming
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