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McDowell v. CGI Federal Inc.: A Stark

Reminder to Government Contractors of

Their Cybersecurity Obligations

By Michael F. Mason, Thomas A. Pettit, Michael ]. Scheimer,
and Stacy Hadeka’

The authors of this article discuss a U.S. District Court for the District of
Columbia decision in a class action lawsuit, which could have significant
repercussions for government contractors operating information systems that
house government information.

The U.S. District Court for the District of Columbia has issued a decision
in a class action lawsuit, McDowell v. CGI Federal Inc.,* which could have
significant repercussions for government contractors operating information
systems that house government information. The case arose after employees of
CGI Federal Inc. (“CGI”) allegedly stole personally identifiable information
(“PII”) CGI obtained pursuant to a contract with the U.S. Department of
State.

THE CONTRACT

Under this contract, CGI processed passport applications, which contained
a significant amount of PII. The plaintiffs alleged that, as part of its activities
under the contract, CGI processed information on CGl-owned systems and
assisted with maintaining Department of State systems. According to the filings,
the contract provided that all information submitted through passport appli-
cations was U.S. government property and required CGI to safeguard all such
information.

THE COMPLAINT
In the complaint, the plaintiffs alleged:

" Michael F. Mason (mike.mason@hoganlovells.com) is a partner at Hogan Lovells repre-
senting clients in bid protest litigation before the Government Accountability Office and U.S.
Court of Federal Claims. Thomas A. Pettit (thomas.pettit@hoganlovells.com) is an associate at
the firm representing clients across industry sectors facing a range of government contracting
challenges. Michael J. Scheimer (michael.scheimer@hoganlovells.com), a senior associate at the
firm, advises clients on government contracts with a particular focus on national security,
cybersecurity, and IT contracting. Stacy Hadeka (stacy.hadeka@hoganlovells.com) is a senior
associate at the firm practicing all areas of government contracting.

1 Civ. Action No. 15-1157 (GK) (D.D.C. 2017) (The parties settled the case, and the
plaintiffs stipulated to dismissal of all claims on September 20, 2017. The terms of the settlement
are presumably confidential and thus unknown).
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(1)  violations of the District of Columbia Consumer Protection Proce-
dures Act;

(2) negligence;

(3) breach of contract, including a third-party beneficiary claim;
(4) breach of bailment; and

(5) unjust enrichment.

CGI filed a motion to dismiss each of the claims. The court granted CGI’s
motion to dismiss each ground except the third-party beneficiary breach of
contract theory. The plaintiffs claimed that because the information was PII,
CGI was charged with securing it for their benefit. Although decided on a
motion to dismiss rather than on the merits, this decision should serve as a
reminder to all government contractors of their cybersecurity obligations.

THE LAW

The Federal Information Security Management Act (“FISMA”) of 2002,2 as
amended by FISMA 2014, and OMB Circular A-1303 require agencies to
create and implement agency-wide information security programs and have
served as the statutory authority and catalyst for many information security
requirements facing government contractors. Although FISMA technically
applies only where a contractor operates a system on behalf of an agency,
internal contractor systems that process government data in performance of a
contract can still be subject to various requirements as implemented by the
Federal Acquisition Regulation (“FAR”) and applicable FAR supplements, such
as the Defense FAR Supplement (“DFARS”).

For example, FAR 52.204-21 establishes a baseline of information security
requirements that contractors must follow when operating contractor informa-
tion systems that process, store, or transmit non-public information that the
U.S. government provides to a contractor pursuant to a contract. DFARS
252.204-7012 applies to contracts with the Department of Defense (“DOD”)
and requires contractors to protect “covered defense information” and estab-
lishes cyber incident reporting requirements. DFARS 252.239-7010 imposes
various information security requirements on cloud service providers. Some of
these clauses require contractors to comply with Federal Information Processing
Standards and National Institute of Standards and Technology (“NIST”) special

2 44 US.C. § 3541 et seq.

3 hetps://obamawhitehouse.archives.gov/sites/default/files/omb/assets/ OMB/circulars/a130/
al30revised.pdf.
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publications (“SPs”), including NIST SP 800-171, Protecting Controlled Un-
classified Information in Nonfederal Systems and Organizations.

A NEW FAR CASE

A new FAR case, Case No. 2017-013,4 is particularly relevant to government
contractors, such as CGI, that process PII. The FAR Council is considering
issuing a proposed rule to implement OMB Memorandum M-17-12,% which
establishes federal policies for responding to breaches that compromise PII. The
goal of this FAR case is to create contract clauses that will apply where “a
contractor has access to, creates, collects, or maintains [PII] on behalf of the
agency or operates an information system on behalf of the agency that may have
[PII] residing in or transiting through the information system.” A Notice of
Proposed Rulemaking was expected in December 2017.

CONCLUSION

While McDowell is a significant case, contractors should not interpret this
decision as establishing a rule that contractors are liable to the public for failing
to comply with information security requirements.

First, it is important to remember that this decision was issued on a motion
to dismiss and is not a decision on the merits. Consequently, it has no
precedential effect.

Second, as the court correctly noted, members of the public are generally
considered to be only “incidental beneficiaries” who “have no right to sue for
breach of contract.”® However, this decision may, at a minimum, embolden
prospective plaintiffs to litigate these issues.

As a result, it is important that contractors ensure they are complying with
their cybersecurity obligations.

4 hutps://www.reginfo.gov/public/do/eAgendaViewRule2publd=201704&RIN=9000-AN44.

5 https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2017/m-17-12_
0.pdf.

S McDowell at 13; see also Orff v. United States, 358 F.3d 1137, 1145 (9th Circ. 2004)
(“Parties that benefit from a government contract are generally assumed to be incidental
beneficiaries” and thus “may not enforce the contract absent a clear intent to the contrary.”)

(emphasis added).
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