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l. Introduction

Thank you for that extremely kind introduction. And I’d like to thank the Institute of
International and European Affairs for inviting me to speak today on a set of issues that are
near to my heart. Our timing could not be more appropriate.

For the second time in less than a month, Europe stands on the threshold of history. As
many Europeans are still trying to wrap their heads around the idea of a union without Britain,
the European Commission has been moving toward ratification of a landmark data-protection
agreement with the United States.

The agreement, known as Privacy Shield, will provide European citizens with unprecedented
protections for their personal and commercial data. It will also make Europe a vital hub in the
global flow of digital information.

Earlier today, European Commissioner for Justice Véra Jourova and U.S. Secretary of
Commerce Penny Pritzker signed the Privacy Shield agreement, marking its final approval and
opening the door on a new era of safe, secure digital commerce for European citizens and
businesses.

But immediately following this historic step, Privacy Shield is certain to face legal challenges,
leaving the courts to decide its fate. These decisions will have a monumental impact on the
future of Europe, and on the EU’s place in the global economic hierarchy.

Before | get into the weeds — and, as a former United States Federal Trade Commissioner, |
assure you, | can get into the weeds — | want to take a moment to give you a preview of what
we’ll be discussing today.

First, I'll briefly describe how Privacy Shield came about, how it differs from its forebearer,
the Safe Harbor, and how it provides essentially equivalent protections to those enjoyed by
Europeans in their own countries. Second, I'll discuss the ways that Europe’s attitude toward
Privacy Shield strikes at the future it sees for itself in the global economy and community. Third,
I'll argue that the ratification of Privacy Shield is essential precisely because it’s not a panacea,
but one step in the continuing evolution of the law — which must evolve to keep pace with a
digital ecosystem that increases in complexity by the day.

Il. Background

There’s never been a more important moment for privacy protection than the one we face
today, both with regard to data sharing, and to our broader economies. The European Union



and the United States have an opportunity to embrace our shared belief in free market
economic principles and, more essentially, the democratic process. To quote my former boss,
President Obama, “What binds us together is greater than what drives us apart.”” | believe that
the Privacy Shield agreement captures these common values, and that’s why | support its
ratification and implementation.

| do not take lightly notions of privacy. In the sometimes-pitched battle between the
machinery of the free market and consumers’ rights, | have staked my career on defending the
latter. Before serving as a Commissioner of the U.S. Federal Trade Commission, | spent 20 years
enforcing privacy laws at the state level, first as Assistant Attorney General for Consumer
Protection and Antitrust in Vermont, and then as Chief of Consumer Protection and Antitrust in
North Carolina.

In my six years as a Commissioner at the FTC, the agency brought hundreds of enforcement
actions against companies, including many tech giants,” that we believed had failed to keep
consumers’ data reasonably secure, misrepresented their data collection and use practices,
treated consumers and their data unfairly, and/or violated one of the many specific laws
designed to protect sensitive data. We obtained millions of dollars in penalties and restitution
in these privacy and data security actions, and we placed numerous companies under 20-year
orders with robust injunctive provisions relating to their privacy and data security practices.’

Throughout my tenure, | championed the consumer’s right to transparency, notification,
and privacy — efforts that were recognized when | was named the 2014 Privacy Leader of the
Year by the International Association of Privacy Professionals.” Since leaving the Federal Trade
Commission in March, | have continued my advocacy work, including appealing for more
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stringent regulations governing the U.S. government’s ability to access electronic data about its
ey 5
citizens.

| recognize that, in detailing my work history, | may sound like I'm here looking for a new
job, but that is far from the case — | love my work and I’m very happy at Hogan Lovells. Instead,
| provide this career summary to demonstrate that when | say that | believe Privacy Shield is an
effective and essential framework for the protection of European consumer data, | say it with
the street cred of a proven and tireless consumer advocate.

. So what is Privacy Shield?

So what is Privacy Shield? What protections does it offer, and why do they matter? And how
did we arrive at a point where we have been operating, up until today, without a seamless legal
framework for our transatlantic data flows? To answer these questions, I'll need to provide a
brief history.

Back in 2000, the United States Department of Commerce and the European Commission
finalized a privacy framework called Safe Harbor.® It was designed to protect the rights of
European citizens as their data traveled across the Atlantic. American companies that adhered
to Safe Harbor were allowed to collect and use data about European consumers and
employees, and store the data on U.S. servers.” By October of last year, some 4,500 U.S.
companies, large and small, were relying on Safe Harbor to handle the data of tens of
thousands of European and American employees and to do business with millions of European
citizens.®

Then, in October, the Court of Justice of the European Union invalidated Safe Harbor,
holding that it didn’t provide Europeans with the levels of protection to which they were
entitled as EU citizens.’

But while the Court of Justice’s decision in Schrems v. Data Protection Commissioner
sounded the death knell for Safe Harbor, negotiations on an updated data security framework
between the U.S. and the EU had already begun,10 two years before Schrems, after Edward
Snowden revealed that U.S. intelligence agencies had been collecting personal consumer data
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held by American companies. The Schrems decision certainly added urgency to these
negotiations, but the writing had been on the wall since Snowden: European policy makers and
privacy advocates believed that Safe Harbor’s protections were no longer adequate.11

Privacy Shield is the result of the negotiations that began in 2014, a new framework
designed to replace and improve upon Safe Harbor.' | believe it is the framework that
Europeans deserve today. Privacy Shield strengthens consumer protections with regard to both
government and commercial access to data. In doing so, it addressees the European Court of
Justice’s two major concerns about Safe Harbor: first, it outlines the fortifications to existing
safeguards against government access to personal data for the purposes of national security
surveillance; second, it provides clear, inexpensive avenues of redress for individuals concerned
that their data is being used improperly. These provisions are designed to meet the Court’s
demands that the protections governing any transfer of Europeans’ data out of the EU be
“essentially equivalent” to those found in European law.*

To understand Privacy Shield, and why its protections are adequate, it is first important to
understand the requirements that businesses and government agencies face under the current
regime of American privacy law. It’s true that the U.S. has no single law like the baseline data
protections found in most EU member states. But taken as a whole, U.S. laws and regulations
do provide a layered assemblage of strong consumer safeguards. Indeed, U.S. law was clearly
the inspiration for many of the guiding principles that informed the drafting of the European
General Data Protection Regulation, including an emphasis on data security and breach
notifications, a focus on heightened protections for children’s data, and a prioritization of
deidentification of sensitive data.

Where government collection of personal data is concerned, the idea of a fundamental,
constitutional right to privacy is a cornerstone of American law, deeply woven into our social
and legal fabrics. Recently the right to privacy has been extended through the courts to include
new technologies and new forms of communication.* The Judicial Redress Act,’® the USA
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Freedom Act'® and President Obama’s Policy Directive 28," all adopted in the wake of the
Snowden revelations, honor and strengthen this tradition by providing new limitations on the
way data is collected and used by U.S. intelligence services. The Judicial Redress Act, which
explicitly extends the protections of the Privacy Act to foreign citizens, is particularly
noteworthy in this discussion.

Other individual statutes protect information about children,18 finances,19 medical data,20
and student data,21as well as information used to make decisions about consumers’ credit,
insurance, employment and housing.22 At the state level, approximately 60 privacy laws were
passed last year alone.” The Attorneys General of each of the 50 states, as well as a legion of
federal agencies — led by the FTC — each have broad imperatives to enforce these laws and
bring to account those whose actions do harm to consumers.

Privacy Shield clarifies this amalgam of restrictions already governing data flows in the
United States. With respect to government surveillance, the Office of the Director of National
Intelligence and the Department of Justice have provided letters describing the limitations on
government access to data for intelligence and law enforcement purposes.” These letters are
significant on two levels. First, they lay out the U.S. Government’s binding commitments to
apply the same protections to European citizen data that it applies to its own citizens’ data.
These commitments include the government’s fortification of citizens’ protections in the USA
Freedom Act and the U.S. Foreign Intelligence Surveillance Act, and the improvements in the
operation of the U.S. Foreign Intelligence Surveillance Court. Second, these letters demonstrate
that the United States, and in particular the intelligence and law enforcement communities,
take the European Court of Justice’s concerns seriously.
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Of course, such assurances are only as good as one’s capacity to enforce them. To that end,
Privacy Shield mandates the creation and appointment of an Ombudsperson, within the State
Department, who will operate independently of the national security agencies and be available
exclusively to Europeans.25 Any European citizen with concerns about U.S. surveillance of his or
her data may file a complaint to the Ombudsperson, who will in turn verify that any surveillance
measure has been implemented in accordance with law, and correct any anomalies or
violations of the citizen’s rights. It is worth noting that the ombudsperson bears a striking
resemblance to the National Oversight Commission — France’s own solution to the balancing of
individual rights and national security.”®

On the commercial side, Privacy Shield significantly enhances protections that had been
built into Safe Harbor. For instance, Privacy Shield requires data controllers to obtain consent
from Europeans before they share data with third parties, including affirmative, express
consent to share sensitive data such as health information. Privacy Shield also compels data
controllers to allow Europeans to access, correct, or delete their transferred data. Crucially,
data controllers will have to require their business partners who receive information about
Europeans to live up to these principles, as well.

Finally, a raft of new procedural safeguards will make it easier —and a lot less expensive —
for European consumers to pursue justice when they have been wronged by a participating
company. For instance, U.S. companies that sign onto Privacy Shield must agree to provide
independent recourse mechanisms at no cost to the complainant. Should this measure fail,
individuals can then take the company to binding arbitration — once again at no cost to the
individual — or to court.

Since Privacy Shield’s debut, in draft form, three months ago, a number of stakeholders in
Europe have analyzed and critiqued it. Most significantly, Europe’s data protection watchdogs,
collectively known as the Article 29 Working Party, welcomed Privacy Shield’s “significant
improvements,” while suggesting some clarifications and expressing other continuing
concerns.”’ The negotiating parties have spent the past three months enhancing Privacy Shield
to address the Article 29 Working Party’s concerns. The resulting improvements include added
restrictions on the ability of Privacy Shield companies to retain data about EU citizens, and a
clearer articulation of the extent of the Ombudsperson’s independence from the
Administration.”®
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As | have traveled across Europe over the past months, | have heard various stakeholders
voice an additional concern. They point out that, because Privacy Shield does not have the
status of a treaty, a new U.S. Administration could water down Privacy Shield’s protections.
They are correct that Privacy Shield is not a treaty. The commitments of its signatories,
however, are binding — on the part of both the U.S. government and companies that voluntarily
sign up. It is hard to conceive of a U.S. Administration that would not eagerly embrace Privacy
Shield and work hard to implement its highest levels of protection. But if such an anomaly
occurs, there is a failsafe. The new framework requires Europeans and Americans to consult at
least annually on the framework’s operation. And if the European Commission believes that
the U.S. is violating its commitments, the Commission is empowered to suspend Privacy
Shield.”

IV. Europe’s charge

I'd like to take a moment here to answer a question that may be nagging at some of you.
Post-Schrems, Europeans have still been able to log onto Facebook, and send out tweets, to
their heart’s content. The data has continued to flow, even without Safe Harbor in place. So,
with Safe Harbor invalidated, what set of rules protects that data?

For the past eight months, businesses that previously relied on Safe Harbor have been
permitted to employ standard contractual clauses, binding corporate rules or some other pre-
approved mechanisms to ensure that their data transfer practices meet the requirements set
out by the EU. Yet these data transfer mechanisms — unlike Privacy Shield — are opaque. For
example, companies with approved binding corporate rules are listed on the European
Commission’s website, but the details of the rules that each company has created are not
publicly available.*® And it can be similarly difficult to know which companies use standard
contractual clauses. In addition, these mechanisms can be expensive to implement, which
makes them harder for small- and medium-sized enterprises to use. This is especially harmful
because many SMEs on both sides of the Atlantic depend on the free flow of information to sell
goods and services around the world, build global workforces, and take advantage of low-cost
cloud computing resources.

Casting further uncertainty, Irish Data Protection Commissioner Helen Dixon has just
referred to the courts the question of whether Standard Contractual Clauses are adequate
under the European law.*! Businesses, which rely on a stable landscape to deploy resources and
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make investments, are nervously watching this development and hoping the ground does not
shift beneath them again.

We can already see the havoc wrought by this state of legal limbo. Adobe, Pepsi, and
Unilever — not exactly unsophisticated players — were all fined by German regulators in June
for continuing to rely on Safe Harbor rather than setting up alternative legal channels.*? And in
April, cloud storage company Box teamed® with IBM to allow companies to store data in
regional data storage facilities on European soil, following a similar arrangement between
Microsoft and Deutsche Telekom.?* While not in themselves bad news, these developments
may speak to the degree of uncertainty businesses feel in the current climate, and the
seriousness with which they are responding to a perception of increasing European insularity.
Forcing businesses to localize their data warehousing and split their storage capabilities will not
foster robust competition or be an economically viable long-term solution. But more
importantly, if Europe were to turn further toward insularity, it would create a dangerous
international precedent. Regimes around the world could point to the continent to justify their
own data localization laws and their ensuing efforts to increase government access to citizens’
data — often without the safeguards that exist in democracies like the U.S. and EU member
states.

When speaking about the impact of Schrems last October, Véra Jourova, the EU
Commissioner for Justice who signed Privacy Shield earlier today, said, “It is important that
transatlantic data flows can continue, as they are the backbone of our economy."35 She
recognized that the free flow of data underpins how we learn, how we communicate, how we
do business.

Recognizing these fundamental truths, just last week, the member states of the European
Union voted to approve Privacy Shield.*® And today, as the European Commission and the U.S.
Department of Commerce announced final approval of the new framework, governments on
both sides of the Atlantic have affirmed that because data is the lifeblood of the new economy,
its transfer requires a clear set of guidelines. We need rules that allow consumers to consent to
or reject overtures to collect or use their data, and a transparent set of mechanisms for
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consumers to seek recourse when they feel that their fundamental rights to privacy have been
abridged.

Privacy Shield is not perfect — no large-scale regulatory framework is, especially not on the
first pass. But perfection is not what the moment calls for. Instead, we should view Privacy
Shield as a living framework. As | noted, the U.S. Department of Commerce and EU Commission
will engage in ongoing consultations about its effectiveness, and about whether the parties are
living up to their commitments. The European Data Protection Authorities and the U.S. Federal
Trade Commission will also hold continual discussions about enforcement issues under the
framework. The ultimate test of Privacy Shield’s effectiveness will be how well it works in
practice in the months and years to come.

As for today, | am confident in saying that the protections provided to European citizens
under Privacy Shield are “essentially equivalent” to those they enjoy on their own soil. The final
decision about Privacy Shield’s adequacy will be made by the European Court of Justice. | am
hopeful that the Court will provide itself with the means to appreciate the full spectrum of
protections built into Privacy Shield as they adjudicate the near-certain lawsuit that will be
brought by well-intentioned privacy activists, likely beginning tomorrow.

V. Next steps

As the merits of Privacy Shield are debated and determined, both at the court in
Luxembourg and in the court of public opinion, it’s just as important to keep our eye on the
ultimate prize — continually guaranteeing consumers the right to privacy, even as the ground
beneath us relentlessly shifts. This requires more than statutes and agreements that govern
oversight and data stewardship. It requires intelligence and vigilance, innovation and
collaboration. How we foster a safe, fertile environment for the flow of data depends on our
willingness to work together to adapt to the changes brought by ever-evolving technologies.

For an example | point you to the Internet of Things. We are connecting nearly everything to
the Internet these days — from cars and buildings to clothing and light bulbs. The pace and scale
of these changes are breathtaking. Cisco reports that there are 25 billion networked devices in
the world today and predicts that there will be 50 billion by 2020.%” Sensors in these devices,
along with our smartphones, tablets, and computers, generate twice as much data today as
they did just two years ago, and this trend shows no evidence of slowing down. To my eye, this
can all be to the good. From enabling cities to better maintain their infrastructures to
developing effective treatments for some of the most intractable diseases, we stand at the
brink of possibility.

But as we add networked devices to our homes, classrooms, and clothes, much more
sensitive data will also be collected. User interfaces on devices will shrink or disappear, making
it more difficult for consumers to know and keep track when data is being collected, or to
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exercise control over its movement. These developments will pose difficult challenges for
privacy, security, and fairness in our societies.*®

Without data security, there is no such thing as privacy. My former agency, the U.S. Federal
Trade Commission, noted that the Internet of Things’ network of connected devices is only as
secure as its weakest link, and the expansion in threat vectors creates a risk not only to data,
but also to the devices themselves.* If we are serious about protecting the privacy of
consumers, we must focus on the damage done by an attack that threatens data and device as
much as the damage done by unauthorized transfers to a third-party vendor. The geometric
rate of increase in devices used and data collected makes it all the more essential to reach
outward to our allies, rather than shrink inward and batten down the hatches.

The opportunity we have now is to balance the competing interests that complicate
decisions in any free society. | believe that within these larger issues presented by newer data-
intensive technologies, and the highly connected world they create, the United States and
Europe may be able to forge a constructive dialogue. Here we may find common approaches to
simultaneously foster innovation and address the challenges these technologies pose to
fundamental principles of privacy, security, and fairness in our societies.

Once we have a new data transfer mechanism in place, and once we begin an honest
conversation about the ways in which our law enforcement and intelligence data collection
practices are essentially equivalent, the United States and Europe will be primed to face the
challenges that these brave new developments present. Then, we will position ourselves to
protect our citizens’ data, and their privacy, for the future.

* Julie Brill, Regulators Must Guide the Internet of Things, NY Times: Room for Debate (Sept. 8, 2013),
http://www.nytimes.com/roomfordebate/2013/09/08/privacy-and-the-internet-of-things/regulators-must-guide-
the-internet-of-things (last visited July 11, 2016).

* E.T.C STAFF REPORT, INTERNET OF THINGS: PRIVACY & SECURITY IN A CONNECTED WORLD (Jan. 2015),
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-
workshop-entitled-internet-things-privacy/150127iotrpt.pdf (last visited July 11, 2016).
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