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• Data security and privacy are mission critical and should be discussed at the 
most senior levels of the organisation 

• Preparation for incidents is key: 

– Incident response plans 

– Tabletop exercises 

– External resource identified and lined up 

– Know your law enforcement contacts 

• Consider what disclosures are required to regulators, to customers and to the 
market in the event of an incident 

• Coordinate the response to an incident across all stakeholders, including 
management, counsel and PR, to ensure consistent messaging 

• Don't forget about insider trading risk in the case of major incidents 

 

Five key takeaways 
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