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Think Health Care Providers Don’t Need Patient Consent to Disclose Health
Information? Think Again. A review of the history of consent under the HIPAA
privacy rule and an analysis of HIPAA preemption.

BY GINA M. CAVALIER AND AMY B. KIESEL

C all it what you will —‘‘consent,’’ ‘‘authorization,’’
or ‘‘release’’ — health care providers still may
need to obtain some type of legal permission from

patients prior to disclosing their health information for
certain routine purposes, particularly for disclosures in-
volving sensitive information (e.g., genetics, substance
abuse), even though it is no longer required under the
federal privacy regulations (‘‘Privacy Rule’’) issued un-
der the Health Insurance Portability and Accountability
Act of 1996 (‘‘HIPAA’’).

HIPAA’s preemption standard dictates this result be-
cause it preserves most state laws that are more protec-
tive of an individual’s privacy, such as those that re-
quire legal permission where none is required under
the Privacy Rule.

On August 14, 2002, the United States Department of
Health and Human Services (‘‘HHS’’) issued the greatly
anticipated final modifications to the Privacy Rule. As
noted, as a result of these modifications, health care
providers are no longer required to obtain legal permis-
sion (specifically, ‘‘consent’’) from their patients prior
to using or disclosing protected health information
(‘‘PHI’’) for ‘‘most routine health care delivery pur-
poses’’ —referred to as treatment, payment or health
care operations (‘‘TPO’’). This change represents a sig-
nificant shift in policy because, in the past, HHS has ar-
gued that obtaining patient consent for TPO was crucial
to protecting individual privacy rights.

Despite this change in policy at the federal level, le-
gal permission may nevertheless be required under
state law, and HIPAA will not preempt such state law
requirements. Thus, as a practical matter, health care
providers will need to survey applicable state laws to
determine the circumstances under which legal permis-
sion is required, as well as the specific requirements for
the form of such permission.

As discussed below, states regulate health informa-
tion obtained by health care providers from multiple
angles. In particular, state law may require certain
types of health care providers (e.g., hospitals, physi-
cians, clinical social workers) to obtain legal permission

to disclose health information, even for some TPO. Ad-
ditionally, many state laws have heightened protection
for certain types of ‘‘sensitive’’ health information (e.g.,
information related to genetics, mental health, and hu-
man immunodeficiency virus and other communicable
diseases) and may require legal permission for many, if
not most, disclosures, including those for routine pur-
poses.

I. Overview of HIPAA Administrative
Simplification and the Privacy Rule

Under HIPAA, HHS is required to promulgate a se-
ries of regulations designed to increase the efficiency of
electronic transactions in the health care industry as
well as protect the privacy and security of health infor-
mation. These provisions are known as the ‘‘Adminis-
trative Simplification’’ provisions. It is under these pro-
visions that HHS promulgated the Privacy Rule.

The Privacy Rule applies to ‘‘covered entities,’’ which
include (1) health care providers that submit standard
electronic transactions, (2) health plans, and (3) health
care clearinghouses. The Rule safeguards PHI main-
tained by such covered entities. PHI is broadly defined
to include most health information that identifies, or
could be used to identify, the individual.

Typically, the Privacy Rule is conceptualized into
three parts: (1) limitations on ‘‘uses’’ and ‘‘disclosures’’
of PHI, (2) individual rights, and (3) administrative re-
quirements. Each part is described briefly below.

Covered entities are required to use and disclose PHI
only as set forth in the Privacy Rule. The Privacy Rule
groups disclosures into four categories:

s uses and disclosures for TPO,

s enumerated permissive disclosures,

s disclosures pursuant to verbal agreement (or failure
to object), and

s uses and disclosures pursuant to written authoriza-
tion.

Each category is subject to specific restrictions and
limitations, which may include legal permission.

The first category includes disclosures for TPO (i.e.,
treatment, payment, or health care operations). Cov-
ered entities have an option to obtain ‘‘consent’’ (his-
torically, a short simple form, signed by the individual
to use or disclose PHI for TPO); otherwise, they are free
to disclose PHI without any legal permission for their
own TPO. Additionally, the Privacy Rule permits disclo-
sure for treatment and payment activities of another
health care provider or covered entity and some health
care operations of another covered entity.
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The Privacy Rule defines treatment broadly as includ-
ing those activities related to ‘‘the provision, coordina-
tion, or management of health care and related services
by one or more health care providers.’’ 45 C.F.R.
§ 164.501. Payment is defined, with respect to a health
care provider, as the activities undertaken ‘‘to obtain or
provide reimbursement for the provision of health
care,’’ which includes eligibility or coverage determina-
tions, billing and claims management, medical neces-
sity reviews, utilization reviews, and disclosures to con-
sumer reporting agencies. Id. Health care operations in-
clude:

(1) quality assessment and improvement activities;
(2) review of competence and qualifications of

health care professionals (e.g., accreditation, licensing);
(3) underwriting, premium rating and other similar

activities;
(4) conducting or arranging for medical review, le-

gal services, and auditing functions;
(5) business planning and development; and
(6) business management and general administra-

tive activities.
The second category of disclosures is a list of eleven

narrowly defined disclosures that may be made without
any type of legal permission. That said, the Privacy Rule
sets forth some limitations on most of these disclosures.
For example, disclosures are permitted in the context of
research; however, a number of other criteria must be
met, such as a waiver of an authorization requirement
from an institutional review board or privacy board.

The third category of disclosures includes those per-
mitted under certain circumstances where the indi-
vidual does not object. Specifically, disclosures for noti-
fication purposes, for facility directories, or to individu-
als involved in the patient’s care or payment for care
are permitted where the patient orally agrees (or does
not object) to such disclosure.

Finally, any other disclosure that does not fall within
the three categories described above forms the fourth
category by default. These disclosures may be made
only with the patient’s written ‘‘authorization.’’ In gen-
eral, an authorization is a fairly detailed form of legal
permission, which specifically describes the circum-
stances of the disclosure and contains an expiration
date or event. Note that authorization may be required
for disclosures for certain health care operations of an-
other covered entity (e.g., disclosing PHI to assist an-
other covered entity in conducting medical reviews).

Returning to the three-part structure of the Privacy
Rule, covered entities also are required to grant patients
certain rights. For example, patients must be given ac-
cess to certain PHI, must be permitted to amend certain
PHI, and must receive an ‘‘accounting’’ of certain dis-
closures of PHI.

Finally, covered entities are required to implement
certain administrative policies and procedures. For ex-
ample, covered entities are required to train members
of their work force and establish and implement poli-
cies and procedures regarding the Privacy Rule’s re-
quirements.

II. History of Consent Under the Privacy Rule
for Health Care Providers

A. Proposed Privacy Rule
On Nov. 3, 1999, HHS issued the proposed Privacy

Rule. 64 Fed. Reg. 59,918. Importantly, the proposed

Privacy Rule did not require health care providers to ob-
tain legal permission in the form of a ‘‘consent’’ prior to
using or disclosing PHI for the provider’s own TPO or
that of another individual or entity, with certain limited
exceptions (e.g., psychotherapy notes). 45 C.F.R.
§ 164.506(a)(1)(i) (proposed). In fact, providers were
prohibited from seeking consent for these purposes, un-
less required by state or other law, as HHS contended
that a consent provided individuals with ‘‘little actual
control over information.’’ Id. § 164.508(a)(2)(iv); 64
Fed. Reg. at 59,940. Further, HHS noted that while
many health care providers, in fact, do obtain consent
prior to disclosing health information, a patient cannot
make a truly informed, voluntary decision when asked
to sign a consent at his or her provider’s office, as this
atmosphere simply is not conducive to accomplishing
such goals. Id. Finally, HHS stated that its decision to
prohibit patient consent was ‘‘intended to make the ex-
change of protected health information relatively easy
for health care purposes and more difficult for purposes
other than health care. For individuals, health care
treatment and payment are the core functions of the
health care system. This is what they expect their health
information will be used for when they seek medical
care and present their proof of insurance to the pro-
vider.’’ Id.

B. Final Privacy Rule
A little more than a year later, HHS reversed its posi-

tion. On Dec. 28, 2000, HHS issued the final Privacy
Rule, which required a health care provider with a ‘‘di-
rect treatment relationship’’ (e.g., most hospitals and
physicians) to obtain consent of the patient for the use
or disclosure of PHI for TPO. 65 Fed. Reg. 82,462; 45
C.F.R. § 164.506(a) (prior to revision). Further, HHS re-
quired an even more stringent form of legal permission,
authorization, for disclosures that were not for the pay-
ment or health care operations of the disclosing covered
entity. 45 C.F.R. § 164.508 (prior to revision). Stated
otherwise, HHS required a provider to obtain consent
for its own TPO and an authorization to disclose PHI for
the payment or health care operations of another (dis-
closure for treatment of another only required consent).
As HHS explained, this significant change in policy was
a response to comments that it received explaining that
consent, in fact, is important because it focuses the pa-
tient’s attention on the substance of the transaction and
provides an opportunity for the patient to understand
and seek modifications to the provider’s privacy prac-
tices. 65 Fed. Reg. at 82,473. Additionally, many health
care practitioners felt that the prohibition against ob-
taining consent interfered with their ethical require-
ments to do so, and it conflicted with their current prac-
tice. Id. at 82,648.

C. Modifications to the Final Privacy Rule
Fifteen months later, on March 27, 2002, HHS again

changed its position and proposed modifications to the
Privacy Rule. This time, it did not set forth any
absolutes—instead, health care providers were permit-
ted, but not required, to obtain consent to disclose PHI
for their own TPO. 67 Fed. Reg. 14,776; 45 C.F.R.
§ 164.506. Further, the proposed modifications permit-
ted disclosures (irrespective of whether consent was ob-
tained) for treatment and payment activities of another
covered entity or health care provider and for certain
health care operations of another covered entity. 45
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C.F.R. § 164.506(c)(2) – (4). Specifically, disclosures for
health care operations of another covered entity are
permitted without consent only if both entities (e.g.,
holder and recipient) have a relationship with the pa-
tient and the disclosure is: (1) for quality assessment
and improvement activities, for reviewing the compe-
tence or qualifications of professionals, for training,
and for licensing/accreditation, or (2) for the purpose of
health care fraud and abuse detection or compliance.
All other disclosures for the health care operations of
another covered entity require authorization.

In lieu of consent, the Privacy Rule requires provid-
ers with a direct treatment relationship to make a good
faith effort to obtain an individual’s written acknowl-
edgment of receipt of notice of privacy practices. Id.
§ 164.520(c)(2)(ii). HHS attributed this change in policy
to concerns raised by health care providers that the
‘‘consent requirements will impede access to, and the
delivery of, quality health care.’’ 67 Fed. Reg. at 14,779.
Interestingly, HHS stated in contrast to comments on
the Final Privacy Rule that many providers currently do
not obtain consent for disclosing PHI for TPO. Id. at
14,780.

On Aug. 14, 2002, HHS formally adopted these
changes. In a press release accompanying the final
modifications to the Privacy Rule, the Secretary of
HHS, Tommy Thompson, commented on the change in
the Department’s position on the consent requirement,
which created ‘‘serious unintended consequences’’ that
would have interfered with patients’ access to quality
care. In this regard, Secretary Thompson noted: ‘‘[t]he
prior regulation, while well-intentioned, would have
forced sick or injured patients to run all around town
getting signatures before they could get care or medi-
cine. This regulation gives patients the power to protect
their privacy and still get efficient health care.’’

III. Preemption
Preemption is a process for determining which law or

rule controls when a federal and state law addresses the
same or similar issue. With respect to the Privacy Rule,
the preemption standard set forth in HIPAA contains
several components. 42 U.S.C. § 1320d-7; 45 C.F.R.
§ 160.203. First, specific state public health and regula-
tory reporting laws remain unaffected by the Privacy
Rule and continue in full force. 42 U.S.C. § 1320d-7(b),
(c). For example, laws that provide for the reporting of
disease or injury, or child abuse are not preempted.
Second, HHS has the authority to deem certain enumer-
ated types of laws ‘‘not preempted,’’ such as laws that
are necessary to prevent fraud and abuse related to the
provision of, or payment for, health care, and laws that
are designed to regulate the manufacture, registration,
distribution or dispensing of controlled substances. 42
U.S.C. § 1320d-7(a)(2)(A). Third, and more important
here, the Privacy Rule does not preempt state laws that
relate to the privacy of health information and are ‘‘con-
trary to’’ and ‘‘more stringent than’’ a provision of the
Privacy Rule. 42 U.S.C. § 1320d-7(a)(2)(B).

‘‘Contrary to’’ means, in essence, that it is impossible
to comply with both the federal and state law, or the
state law stands as an obstacle to the accomplishment
or execution of the purpose of the Privacy Rule. Given
this narrow interpretation of ‘‘contrary,’’ it is rare that a
state law will be truly ‘‘contrary to’’ a provision of the
Privacy Rule, as both authorities are (almost always)

permissive and, therefore, co-exist (as discussed be-
low). ‘‘More stringent’’ is defined broadly based on six
potential tests. Relevant to the issue of legal permission,
‘‘more stringent’’ means that a law provides the patient
with greater privacy protection or, with respect to the
form, substance, or the need for express legal permis-
sion from a patient, provides requirements that narrow
the scope or duration, increase the privacy protections
afforded (e.g., expand the criteria for), or reduce the co-
ercive effect of the circumstances surrounding the ex-
press legal permission, or restricts a use or disclosure.
45 C.F.R. § 160.202.

Effectively, the ‘‘contrary and more stringent’’ pre-
emption standards create a ‘‘federal floor’’ upon which
states may build more protective standards with laws
and regulations. The result, as HHS noted, will be a
‘‘patchwork’’ of privacy protections that vary by state.

IV. Preemption of State Privacy Laws
Pertaining to Consent

A. Overview of Preemption
Although the Privacy Rule no longer requires legal

permission for TPO, state laws, in fact, may require le-
gal permission for TPO and, under the preemption stan-
dard set forth above, these laws effectively will control.

States regulate health care providers in two principal
(although certainly not exclusive) contexts. First, a
number of state laws require a specific type of provider
(e.g., a hospital or physician) to obtain legal permission
prior to disclosing health information, with certain ex-
ceptions. Common exceptions include those for treat-
ment of a patient, payment or reimbursement for health
care services, or for auditing or other activities that are
similar to ‘‘health care operations.’’ However, excep-
tions for certain payment activities and certain types of
health care operations may be narrower than defined
under the Privacy Rule. Thus, legal permission still may
be required for activities that otherwise would be per-
mitted without legal permission under the Privacy Rule.
Nowhere is this more prevalent than with respect to
sensitive information, the second area of state regula-
tion. Information related to specific conditions or ill-
nesses, such as genetic test results, information on hu-
man immunodeficiency virus and other communicable
or sexually-transmitted diseases, substance abuse
records, and mental health information, is often af-
forded heightened protection under state law—
generally in the form of restricted disclosures and de-
tailed legal permission requirements. Accordingly,
these laws may not only require legal permission for
disclosures for payment and health care operations but
also for treatment. We discuss several examples below.

B. Preemption Principles Applied to State Laws
Governing Disclosure of Information for TPO

Health Care Operations of Another. In Texas, a hospital
may not disclose any ‘‘health care information’’ about a
patient without the patient’s written authorization, ex-
cept in 20 enumerated circumstances. Tex. Health and
Safety Code § 241.152. This law permits disclosures
without legal permission for most treatment and pay-
ment activities, and many health care operations. (In
other words, many TPO-like disclosures are encom-
passed within the 20 exceptions.) However (unlike the
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Privacy Rule), the state law does not contemplate dis-
closures for the health care operations of another with-
out legal permission. Id. § 241.153.

The Privacy Rule permits disclosures without legal
permission for the health care operations of another in
certain circumstances. Despite the difference between
the state law and the Privacy Rule, the two authorities
are not ‘‘contrary’’ because it is possible to comply with
both (e.g., both permit, but do not require, these disclo-
sures). Therefore, the state law provision is not pre-
empted, per se. As a result, as a practical matter, a hos-
pital will need to comply with the ‘‘more stringent’’ pro-
vision in any particular instance. As applied to this
situation, a hospital will be required to follow state law
and obtain legal permission prior to disclosing health
information for the health care operations of another
entity, even though the Privacy Rule does not require
any type of legal permission for such a disclosure.

Health Care Operations and Payment. In Colorado, ‘‘all
information obtained and records prepared in the
course of providing services’’ to the mentally ill are con-
sidered confidential and privileged. Colo. Rev. Stat.
Ann. § 27-10-120. The information may be disclosed
only in seven enumerated circumstances without legal
permission. Pertinent here are disclosures (1) in com-
munications between qualified professional personnel
in the provision of services or referrals (e.g., ‘‘treat-
ment’’), and (2) to the extent necessary to make claims
on behalf of a recipient of aid, insurance or medical as-
sistance (regarding ‘‘payment’’).

The Privacy Rule permits disclosures without legal
permission for the health care operations of another in
certain circumstances. That said, the state and federal
authorities are not contrary because it is possible to
comply with both (e.g., both permit, but do not require,
these disclosures). Therefore, the state law provision is
not preempted, per se. As a result, as a practical matter,
a health care provider possessing mental health infor-
mation will need to comply with the ‘‘more stringent’’
provision in any particular instance. As applied to this
situation, it appears that legal permission will be re-
quired for disclosures for health care operations both of
the holder and recipient, as none of the exceptions ex-
plicitly allow such disclosures without legal permission.
Further, the disclosures permitted for payment are a
subset of those permitted under the Privacy Rule. For
example, utilization review activities and disclosures to
consumer reporting agencies are not explicitly included
in the exceptions in the Colorado law. For these pay-
ment activities (including those of the holder and recipi-
ent), legal permission will be required.

Treatment, Payment and Health Care Operations. Under
New Jersey’s Genetic Privacy Act, ‘‘regardless of the
manner of receipt or the source of genetic information,

including information received from an individual, a
person may not disclose or be compelled, by subpoena
or any other means, to disclose the identity of an indi-
vidual upon who[m] a genetic test has been performed
or to disclose genetic information about the individual
in a manner that permits identification of the indi-
vidual,’’ without authorization of the individual, except
in nine enumerated instances. N.J. Ann. Stat. § 10:5-47.
The exceptions are so narrow that the only permissible
disclosures for ‘‘treatment’’-like activities include ‘‘for
the purpose of diagnosing relatives of a decedent’’ and
‘‘newborn screening.’’ There are no permissible disclo-
sures for ‘‘payment’’ or ‘‘health care operations,’’ ab-
sent authorization.

While the Privacy Rule permits disclosures without
legal permission, the state and federal laws are not con-
trary because it is possible to comply with both (e.g.,
both permit, but do not require, these disclosures).
Therefore, the state law provision is not preempted, per
se. As a result, as a practical matter, any provider in
possession of the protected information will need to
comply with the ‘‘more stringent’’ provision in any par-
ticular instance. As applied to this situation, it will re-
quire the holder of the information to obtain legal per-
mission for most TPO.

V. Conclusion
Despite new leniency in the modified Privacy Rule’s

approach to consent, health care providers may be re-
quired under state law to obtain legal permission prior
to disclosing health information for treatment, pay-
ment, and health care operations. This is particularly
true where the health information at issue contains sen-
sitive information, or the disclosure at issue is for the
TPO of another entity. Review of state law will be criti-
cal in determining the precise restrictions on uses and
disclosures.
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