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Internet of things issues guide

Devices that formerly existed in only the physical 
world are now entering the digital world, and as a 
result, the Internet of Things (IOT) is here. Both 
familiar and unfamiliar objects are part of the IOT: 
toothbrushes that track one’s brushing pattern,1 
wireless blood pressure monitors that connect 
seamlessly with one’s phone,2 power outlets that 
test air quality,3 and oil hydraulics systems that 
optimize energy use.4 From improving industrial 
efficiency to driving medical insights, these 
technologies and devices, which are capable of 
sensing information and communicating it to the 
Internet or other networks, present a tremendous 
opportunity for citizens, companies, and 
governments alike.5 To seize this opportunity, 
companies traditionally operating in the physical 
world are entering into one that they might find 
unfamiliar—the digital world.

Connecting devices to the Internet requires 
companies account for new considerations: 
primarily those related to communications, 
privacy, and cybersecurity. This guide is meant to 
address these concerns, and is aimed at helping 
IOT device manufacturers, or original equipment 
manufacturers (OEMs) understand the regulatory 
landscape in which they will operate as they enter 
the digital world.
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To be a part of the Internet of Things, IOT devices must 
be able to connect to the Internet or to other devices. 
Devices may do so either through a wired or through 
a wireless connection, though most IoT devices will 
communicate through wireless connections. These 
devices will thus need to use electromagnetic spectrum, 
which the Federal Communications Commission (FCC) 
regulates. Spectrum regulations were designed, in part, 
to minimize “harmful interference,” where a signal 
originating from one device disrupts the signal of other 
devices using the same or neighboring frequencies.6 
At the same time, these regulations seek to encourage 
competition and innovation.7  

To achieve its spectrum management goals, the FCC 
offers two types of spectrum: licensed and unlicensed. 
People interact with both types of spectrum on a daily 
basis. Connecting to a wireless network with Wi-Fi 
requires using unlicensed spectrum; connecting to a 
mobile carrier requires using licensed spectrum. Both 
types have benefits and drawbacks, which are mentioned 
below. OEMs must decide whether to use unlicensed or 
licensed spectrum. Additionally, they must determine 
whether their device requires Equipment Authorization 
from the FCC.

Unlicensed or licensed spectrum
Devices that use unlicensed spectrum can do so without 
express FCC authorization to access the frequencies 
they occupy. Consumers use unlicensed spectrum on a 
daily basis. Laptops, for example, connect to the internet 
through Wi-Fi, which communicates in the unlicensed 
bands of either 2.4 GHz or 5 GHz.  

While the FCC’s rules and policies for unlicensed devices 
do not require authorization to occupy radio spectrum, 
the FCC requires operating conditions and various forms 
of prior approval for the devices themselves. To market 
equipment that uses unlicensed spectrum, OEMs must 
accept any interference their devices receive and must 
avoid causing harmful interference. OEMs must also 
ensure their devices comply with Part 15 of the FCC’s 
regulations.

The two predominant unlicensed frequencies that 
OEMs might design their devices to use are the 2.4 and 
5 GHz bands. Devices communicating in the 5 GHz 
band can send greater amounts of information over 
shorter distances with less building penetration, and 
the devices require smaller antennae.8 Devices using 5 
GHz frequencies risk incompatibility with Wi-Fi routers 
because older routers remain unequipped to receive this 
frequency. Devices using 2.4 GHz communicate less 
information over somewhat longer distances with greater 
building penetration, though these devices demand 
longer antennae.9 The reach of 2.4 GHz signals means 
that the band can become congested more quickly than 
the 5 GHz band.

OEMs might wish to equip their devices to be compatible 
with multiple frequencies and add additional capabilities. 
While doing so increases interoperability, it also imposes 
additional hardware requirements on the device. OEMs 
should account for any constraints on the device size 
when they decide which frequencies the device will use.

OEMs using licensed spectrum receive a more reliable 
signal, though they will need to pay for it. To use licensed 
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spectrum, OEMs generally will partner with a company 
holding a license and owning the requisite infrastructure, 
such as Verizon or T-Mobile. However, OEMs will need 
to pay as the license holder needed to purchase the 
spectrum and build, maintain, and operate the necessary 
infrastructure. Licensed spectrum is more reliable than 
the unlicensed variety because it receives legal protection 
from harmful interference.10 Large OEMs might also 
decide to purchase licensed spectrum from a government 
auction or the secondary market.11  

Part 15 of the FCC regulations set out the conditions and 
requirements for devices using unlicensed frequencies. It 
has eight subparts:

 — Subpart A sets out general regulations regarding 
devices using unlicensed spectrum. This part 
includes provisions that restrict the devices from 
sending harmful interference, that prohibit OEMs 
from using devices to eavesdrop, and that spell out 
general technical requirements.12

 — Subpart B governs unintentional radiators, such 
as Wi-Fi-disabled computers, televisions, and 
digital clocks. Unintentional radiators intentionally 
generate radio frequency energy, but that do 
not intend to emit the signals via radiation or 
induction.13

 — Subpart C sets out requirements for intentional 
radiators, such as cell phones, walkie-talkies, and 
anything using Bluetooth connectivity. These 
devices intentionally generate and emit radio 
frequency energy by radiation or induction.14

 — Subpart D regulates unlicensed personal 
communication service devices, which are 
intentional radiators operating on the 1.9 GHz 
frequency band that provide a “wide array of 
mobile and ancillary fixed communication services 
to individuals and businesses.”15

 — Subpart E regulates unlicensed national 
information infrastructure devices, such as wireless 
ISPs. These devices are intentional radiators 
operating on the 5.15–5.35 GHz and 5.470–5.85 
GHz bands that “use wideband digital modulation 
techniques and provide a wide array of high 
data rate mobile and fixed communications for 
individuals, businesses, and institutions.”16 

 

 — Subpart F states the technical requirements for 
devices using ultra-wideband operations, such as 
PC peripherals, wireless monitors, and device-to-
printer communications. These devices transmit 
high volumes of data over short distances without 
substantial interference or energy demands.17

 — Subpart G includes regulations for access 
broadband over power lines.18

 — Subpart H relates to white space devices, which 
operate on unused broadcast spectrums.19   
Any device can be equipped to use white space 
spectrum like devices can be equipped to  
use Wi-Fi.  
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Equipment authorization
The FCC requires that all radio frequency devices (RF 
devices) be authorized under Part II of its regulations 
prior to their marketing in and importation to the United 
States.20 OEMs must first determine whether their 
devices are RF devices, and if so, must then complete the 
necessary approval procedure.  

RF devices are “capable of emitting radio frequency 
energy by radiation, conduction, or other means.”21  
Almost all electronic devices are capable of emitting RF 
energy, and thus must demonstrate compliance with 
the FCC’s rules.22 Products might contain more than one 
RF device, and as a result, might require completing all 
three approvals listed below.23 RF devices are grouped 
into the following four categories: incidental radiators, 
unintentional radiators, intentional radiators, and 
industrial, scientific, and medical equipment.24

 — Incidental radiators are devices such well 
pumps, motion detection light fixtures, and 
photocopy machines, which are not designed to 
use, generate or emit radio frequency energy over 
9 kHz intentionally.25  Incidental radiators do not 
require equipment authorization, though they must 
still comply with 47 C.F.R. § 15.5.26

 — Unintentional radiators are devices like Wi-Fi-
disabled computers, televisions, and digital clocks. 
These radiators use “digital logic, electrical signals 
operating at radio frequencies for use within 
the product, or send radio frequency signals by 
conduction to associated equipment via connecting 
wiring, but [are] not intended to emit RF energy 
wirelessly by radiation or induction.”27  Products 
that contain only digital logic may be exempted 
from an equipment authorization.28

 — Intentional radiators are devices such as cell 
phones, wireless microphones, and garage door 
openers. They “intentionally generate and emit 
radio frequency energy by radiation or induction 
that may be operated without an individual 
license.”29

 — Industrial, scientific, and medical 
equipment are devices like magnetic resonance 
equipment, medical diathermy equipment, and 
industrial heating equipment. They use RF energy 
for uses other than telecommunications. OEMs 
can receive equipment authorization for their 

device through one of three approval procedure: 
certification, declarations of conformity, and 
verification.30

 — Certification is the most rigorous approval 
process, reserved for devices with the highest 
chance of harmful interference such as mobile 
phones, walkie-talkies, and remote control 
transmitters.31 Certification requires applicants 
submit a written application and test data, collected 
by an FCC-accredited testing laboratory, to a 
Telecommunications Certification Body.32 

 — Declaration of Conformity is the procedure 
that requires the use of an FCC-accredited testing 
laboratory to ensure the device complies with 
appropriate technical standards. Devices subject 
to a declaration of conformity include personal 
computers, TV interface devices, and microwave 
ovens.33 Companies do not need to file for approval 
with the FCC, but must demonstrate compliance if 
the FCC inquires.34  

 — Verification requires operators to rely on 
measurements that they, or another party, take on 
their behalf to ensure the device complies with the 
technical standards. Devices subject to verification 
include non-consumer ISM equipment, TV and 
FM receivers, and business computer equipment.35  
OEMs do not need to use an FCC-accredited testing 
laboratory, nor must they submit data to the FCC. 
The company must demonstrate compliance if the 
FCC inquires.36
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The promise of the Internet of Things goes beyond 
devices that can communicate: it also is about the volume 
of data that can be collected, used, and analyzed to 
generate new insights about the world.37 Because Internet 
of Things devices might collect and transmit information 
about individuals, these devices may implicate privacy 
concerns. OEMs should understand the legal landscape 
in the United States regarding privacy. 

The primary privacy regulator in the United States is the 
Federal Trade Commission (FTC). The FTC administers 
several statutes that have specific requirements, but more 
generally, the FTC regulates privacy practices through 
its Section 5 authority. The Federal Trade Commission 
Act prohibits “unfair or deceptive acts or practices.”38 
Unfair is defined as practices that either “cause or [are] 
likely to cause substantial injury to consumers which is 
not reasonably avoidable by consumers themselves and 
not outweighed by countervailing benefits to consumers 
or to competition.”39 Deceptive is undefined statutorily, 
though the FTC states that it considers deception as a 
material representation, omission, or practice that is 
likely to mislead reasonable consumers.40 

The FTC’s Section 5 authority is not the only law that 
protects privacy in the United States: Congress has also 
passed several pieces of privacy legislation that apply to 
specific industries, certain commercial practices, and 
vulnerable groups. Additionally, state law might impose 
additional requirements.

Unfair or deceptive acts or practices
OEMs must look to the FTC’s enforcement proceedings 
to better understand what it expects from companies, as 
the Commission lacks proactive rulemaking authority. 
The FTC’s enforcement decisions are a form of precedent 
for understanding privacy enforcement.41 

To avoid allegations of deceptive acts, OEMs must 
disclose their privacy practices and avoid making any 
misrepresentations. The FTC has initiated proceedings 
based on deceptive privacy practices many cases, 
including the following: (1) a company failed to provide 
consumers with adequate notice about the feature;42 
(2) a company falsely claimed consumers could opt-
out of tracking by using an in-browser setting;43 (3) a 
company made many misrepresentations about privacy, 
including that it complied with the U.S.-E.U. Safe Harbor 
Framework;44 and (4) a company acted against its  
privacy policy when it shared information with 
advertisers.45  

To avoid allegations of unfair acts, OEMs should consult 
counsel regarding whether consumer consent is required 
to collect and share information. The FTC has only 
begun to prosecute companies for unfair privacy acts, 
so the standard is relatively nascent. An example of the 
FTC initiating proceedings against a company for unfair 
privacy practices is when the FTC prosecuted a company 
for tracking consumers without receiving informed 
consent.46

Privacy
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Protected information

In addition to the FTC’s general proscription on unfair 
or deceptive practices, U.S. law also sets out privacy 
requirements for certain industries and types of 
information. OEMs should take note if they handle any of 
the following information.

 — Personal information about children 
under the age of 13: OEMs manufacturing 
devices directed at children under the age of 13 
or that knowingly collect personal information 
on children under the age of 13 must comply 
with the Children’s Online Privacy Protection Act 
(COPPA).47 COPPA applies to “any service available 
over the Internet, or that connects to the Internet 
or a wide-area network.”48 The FTC administers the 
statute. 

 — Consumer personal finance information: 
Companies “significantly engaged in providing 
financial products or services,”  
 
 

as well as their affiliates and service providers, 
must protect consumer personal finance 
information pursuant to the Gramm-Leach-Bliley 
Act (GLBA).49 OEMs must comply with the GLBA 
if they do, are affiliated with anyone who does, 
or provide service to anyone who does any of 
the following activities: (1) lending, exchanging, 
transferring, investing for others, or safeguarding 
money or securities, (2) providing financial, 
investment or economic advisory services, (3) 
brokering or servicing loans, (4) debt collecting, 
(5) providing real estate settlement services, 
and (6) career counseling of individuals seeking 
employment in financial services. The FTC 
administers the Gramm-Leach-Bliley Act. 
 
 
 



7 Internet of Things Issues Guide 

 — Personal health information: Two agencies 
impose privacy protections for personal health 
information: the U.S. Department of Health & 
Human Services (HHS) and the FTC.

 — Companies such as health plans, health 
care clearinghouses, health care providers 
who transmit health information in 
electronic form in connection with 
enumerated transactions, and the 
business associates of all the above 
must comply with the Health Insurance 
Portability and Accountability Act 
(HIPAA) as amended by the Health 
Information Technology for Economic 
and Clinical Health (HITECH).50  
HIPAA protects all individually 
identifiable health information, also 
known as protected health information or 
PHI.51 HHS administers HIPAA.

 — All vendors of personal health records, 
PHR-related entities, and third-party 
service providers that HIPAA does not 
cover must comply with HITECH’s 
breach notification requirements.52  The 
requirement, which the FTC administers, 
demands that covered entities disclose 
when there’s been an “unauthorized 
acquisition of PHR-identifiable health 
information that is unsecure and in a 
personal health record.”53  

 — Consumer reporting information: OEMs 
might be considered furnishers under the Fair 
Credit and Reporting Act (FCRA), and thus, they 
might face legal obligations under the Furnisher 
Rule.54  FCRA protects consumer credit reports 
and regulates companies who regularly provide 
consumer information to credit reporting 
agencies.55 The FTC administers FCRA.

Additional concerns: emails and text messages 
OEMs might consider communicating with consumers 
by using text messages or email messages for a variety 
of reasons, such as notifying consumers about privacy 
practices. In doing so, they should be aware of two 
laws that regulate these actions: CAN-SPAM and the 
Telephone Consumer Protection Act (TCPA).

 — Commercial email communications: 
CAN-SPAM regulates emails sent for marketing 
purposes. The statute applies to commercial 
messages, which are defined as “any electronic 
mail message the primary purpose of which is 
the commercial advertisement or promotion 
of a commercial product or service.”56 The FTC 
administers CAN-SPAM.

 — Auto-dialed text messages: The TCPA 
prohibits auto-dialed text messages unless (1) 
the consumer gave consent, or (2) the message is 
sent for an emergency purpose. Commercial texts 
require consumer consent in writing, whereas oral 
consent is sufficient for other purposes.57 The FCC 
administers the TCPA.
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In 2016, hundreds of thousands of unsecured IOT 
devices infected with malware were coordinated to take 
down major websites.58 This incident, also known as 
the Dyn incident, brought IOT device security into the 
spotlight. OEMs should understand the evolving legal 
landscape regarding IOT device security.

Like privacy, the FTC is the primary security regulator for 
IOT devices. The FTC regulates these practices primarily 
through its Section 5 authority, though Congress has 
also empowered the Commission, and other agencies, 
to enforce security requirements for entities handling 
certain types of information.

Unfair or deceptive
FTC enforcement proceedings also shed light on the 
expectations for IOT device security. However, this area 
is evolving, so FTC Staff Reports and other forms of 
guidance are also insightful. 

To avoid allegations of deceptive practices, OEMs should 
ensure they have reasonable practices in place to fulfill its 
representations about device security. Representations 
can derive from overt promises to the symbols on the 
packaging. Examples of FTC proceedings alleging 
deceptive cybersecurity practices include: (1) a company 
providing internet-enabled baby monitors described 
its cameras as “secure,’ but had faulty software that 
allowed anyone to view the feeds online;59 (2) a company 
misrepresented both that its devices are secure and that 
it had a procedure to secure devices from unauthorized 
access;60 and (3) a company misrepresented that its 
“cloud” environment was secure, and failed to adopt 

reasonable security measures to keep its environment 
secure.61  Many other security-related enforcement 
proceedings exist.62 

To avoid allegations of unfair practices, OEMs should 
also adopt reasonable security practices commensurate 
with “the amount and sensitivity of data collected, the 
sensitivity of the device’s functionality, and the costs of 
remedying the security vulnerabilities.”63 The FTC has 
initiated unfairness proceedings against companies in the 
following examples: (1) a clinical laboratory that failed to 
adopt reasonable security measures to protect sensitive 
personal information;64 and (2) a company selling 
devices to secure networks failed to take reasonable 
steps to secure its devices.65 In LabMD, the company 
was handling sensitive health information. The FTC’s 
complaint identified several security-related activities the 
FTC expected, such as implementing “intrusion detection 
system[s] or file integrity monitoring, monitoring traffic 
coming across its firewalls, offering data security training 
to its employees, and deleting any of the consumer data” 
the company collects.66  

The FTC seems to be attending to the gap between the 
lifetime of a device and the lifetime of its software. Thus, 
the FTC has recommended that companies “be forthright 
in their representations about providing ongoing security 
updates and software patches. Disclosing the length of 
time companies plan to support and release software 
updates for a given product line will help consumers 
better understand the safe ‘expiration dates’ for their 
commodity Internet-connected devices.”67

Cybersecurity
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Protected Information
Like it does for privacy, U.S. law sets out security 
requirements for certain industries and types of 
information. OEMs should take note if they handle any of 
the following information.

 — Personal information about children under 
the age of 13: COPPA requires covered entities 
“establish and maintain reasonable procedures to 
protect the confidentiality, security, and integrity of 
personal information collected from  
children.”68 FTC guidance recommends OEMs 
minimize the data collected, share data with  
only providers and third parties “capable of 
maintaining its confidentiality, security, and 
integrity,” hold onto information for only as long 
as “reasonably necessary for the purpose it was 
collected,” and dispose of information securely 
once no longer a legitimate reason for retaining it.69

 — Consumer personal finance information: 
The FTC’s Safeguard Rule requires covered 
entities “ensure the security and confidentiality” of 
consumer personal finance information by taking 
actions such as developing “a written information 
security plan that describes their program 
to protect customer information and that is 
appropriate to the company’s size and complexity, 
the nature and scope of its activities, and the 
sensitivity of the customer information it  
handles.”70

 — Personal health information: HIPAA’s 
Security Rule requires covered entities to adopt 
“appropriate administrative, physical and technical 
safeguards to ensure the confidentiality, integrity, 
and security of electronic protected health 
information.”71
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Devices in regulated industries might face heightened 
regulatory burdens. For example, aerial devices  

might implicate Federal Aviation Administration  
regulations,72 medical devices may fall under the U.S. 

Food and Drug Administration’s purview,73 motor 
vehicles might trigger National Highway Traffic Safety 

Administration regulations,74 and devices connected 
to the electric grid may fall under the Federal Energy 

Regulatory Commission’s jurisdiction.75 OEMs should 
consult with their counsel to ensure they comply with 

the regulatory schemes relevant to their product.

Other sector-specific concerns
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Our experienced attorneys and consultants understand the legal, technical, and business challenges to be 
addressed when an OEM begins to manufacture Internet of Things devices. For more information contact:

Trey Hanbury
Partner, Washington, D.C.
T +1 202 637 5534  
trey.hanbury@hoganlovells.com

Trey Hanbury has a wealth of experience working for the private and public sectors on a variety of communications 
policy issues, including wireless, spectrum, satellite, and international telecom matters. Companies operating in the 
telecommunications sector face increasing competition and an ever-changing regulatory environment. Trey brings 
both legal expertise and an in-depth understanding of the sector.

Trey advises clients on a broad range of matters, including spectrum auctions, licensing, and allocation; mergers 
and acquisitions; regulatory compliance and harmful interference; procurement; and competition policy. He assists 
clients with obtaining regulatory authorizations and addressing regulatory issues in relation to the introduction of 
new products and services. He also advises on licensing issues arising from commercial transactions, rule changes, 
and regulatory investigations.

Alexander (Alexi) Maltas helps communications and media clients navigate the evolving legal and regulatory 
landscape to maximize flexibility and advance business interests. He also negotiates content licensing agreements 
for distribution of content across multiple platforms, including broadcast television, cable, satellite, and Internet 
distribution.

Alexi has particular experience in the legal and regulatory treatment of cable, media, and broadband Internet 
services. He also advises clients on the regulation of current and emerging wireless technologies, as well as telephone 
companies and other common carriers. He regularly represents clients in regulatory and enforcement proceedings 
before the Federal Communications Commission (FCC), other federal agencies, federal and state courts, and state 
public utility commissions. In addition, he has represented clients in significant transactions before the FCC and 
Department of Justice, including CenturyLink in its acquisition of Qwest Communications, Time Warner Cable in its 
assignment of spectrum licenses to Verizon, and Leap Wireless in its acquisition by AT&T.

Alexander Maltas
Partner, Washington, D.C.
T +1 202 637 5651  
alexander.maltas@hoganlovells.com
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