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As a member of Denver's Litigation and
Arbitration Group, Shelby devotes her
practice to pharmaceutical and medical
device litigation and advocacy. She is an
accomplished trial lawyer with experience
representing one of the nation's largest
medical device manufacturers, as well as
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case management.
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cybersecurity threats: still more questions
than answers"
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company in a large group action relating to
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Overview

You hold in your hands Issue 66 of
International Product Liability Review, which
has been published every quarter for the past 17
years. Over that time, we've touched on many
recurring themes relevant to the world of
product liability and product safety, and tracked
the changes in laws and regulations in Europe
and around the world. The world for product
manufacturers has changed dramatically since
the first issue of this publication was produced
in 2000. The rapid development of new
technologies, which is transforming virtually
every product sector, constantly throws up new
legal challenges. It also creates new ways in
which product defects can emerge and manifest
themselves, which can itself give rise to legal
uncertainties. New interrelationships between
products create risk. Distinctions between
sectorial regulatory regimes become blurred as
traditional functionalities of products become
less relevant.

The field of cybersecurity is an excellent
example of the "new" product liability risks that
emerge from these developments.
Cybersecurity is no longer simply a privacy issue
- cybersecurity must now be an integral part of
designing for product safety, where the product
in question is controlled or influenced by
remote information systems. Some of these
challenges are highlighted in our feature article
to this issue of International Product Liability
Review (page 2).

Liability for robotics and other autonomous
products is also in the spotlight as technology in
those areas develops rapidly. In this issue, we
look at how the regulatory regime in Europe is
starting to focus on those issues (page 17).

We also explore the question of liability for
"apps", which can be considered "products" in
their own right, but which can also affect the
safety and performance of the devices on which
they operate (page 7).

Laws and regulations in the field of product
liability and product safety need to adapt. They
need to be sufficiently flexible, and enforced
sufficiently flexibly, to remain fit for purpose in
a world of rapid technological change. This will
present ongoing challenges for policy makers,
courts, regulators, and economic stakeholders
in all sectors. International co-operation and
co-ordination is key if the outcomes are to be in
the best interests of consumers and businesses.
The question of how to achieve that co-
ordination and co-operation needs to be high on
the policy agenda - an agenda in which all
stakeholders should be actively engaged.
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