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It is a law that has traveled around the world emposed billions of dollars in
costs on international companies. It has caused/ mampanies to conduct endless
investigations of their own operations, fundamdntethange the way they do business, and fire
countless executives and other employees. ItVvasferced some individuals to spend years in
prison cells several thousand miles away from hofed now, in the most recent development,
the law promises a potentially enormous finan@alard to nearly anyone — company
employees, competitors or even unhappy spouses-earhprovide original information that
allows the U.S. government to successfully proseautompany or individual for foreign
bribery.

On every continent, every general counsel musaidiar with American
criminal law even if their company has no signifitaresence in the United States. This is
particularly true for America’s foreign bribery lawt is now commonplace for United States
law enforcement authorities to target non-U.S. canmgs (including non-U.S. subsidiaries of
U.S. companies), officers, directors, employeed,lawyers for criminal prosecution and
imprisonment in the United States. In the last fpears alone, the United States has brought or
threatened to bring criminal charges against comegamorldwide, both large and small,
including BAE Systems plc, Siemens AG, ABB Ltd.cAlel-Lucent S.A., Daimler AG, Statoll

ASA, and Renault Trucks SAS. More to the poing, thited States Department of Justice has



begun seeking the imprisonment of individuals,udahg non-U.S. citizens with only incidental
connections to the United States.

The prosecution of Christian Sapsizian, a Fragiithen, symbolizes this new era
of aggressive U.S. law enforcement. In 2001, S#osi a Paris-based employee of an Alcatel
subsidiary, helped his employer win a $149 millcamtract with the Costa Rican government to
develop a mobile telephone network. Over the heatyears, Sapsizian and others from Alcatel
directed Alcatel’s local Costa Rican agent to s82®6 million to a Panamanian bank account
held by the wife of a Costa Rican government ddficiThat government official sat on the
committee responsible for awarding the contracétloatel. The payments fulfilled an agreement
that Sapsizian struck with the government offitiefore the $149 million contract was ever
awarded to Alcatel.

Throughout this process, Sapsizian had littlg¢actrwith the United States. He
and Alcatel were based in Paris. Alcatel’s thiadtp agent, the local government officials, and
the contract’s place of performance were all int€é&ca. The third party agent paid the foreign
official from a Costa Rican bank account. The ifgmeofficial’s bank account was in Panama.
None of the bribery discussions appear to haventalace in the United States. In charging
Sapsizian, the Justice Department recited onlethomnections to the United States: (1)
Alcatel’'s payment department sent wire transfeithéoCosta Rican agent from a New York
bank account; (2) the payments from the agent’'saClesan bank account to the foreign
official’s Panamanian bank account happened tmbted through a Miami bank; and (3)

Alcatel securities were registered with the U.Susities and Exchange Commission (“SEC”)

and traded on the New York Stock Exchange.



Even these limited connections were enough td &apsizian in a U.S. prison
cell. While he was travelling from Latin AmericaParis in 2006, his commercial flight stopped
in Miami. As he was waiting to go home, U.S. gaveent agents intercepted and arrested the
sixty year-old Sapsizian. The United States ché@gpsizian with violating the U.S. Foreign
Corrupt Practices Act of 1977 (“FCPA”), conspiritigviolate the FCPA, and conspiring to
violate U.S. money laundering laws (which prohtb# transfer of money across U.S. borders in
order to promote foreign bribery). Sapsizian pézhduilty, cooperated with the Justice
Department for over two years while he was requiogldse in the United States, and extensively
debriefed the United States about Alcatel's wortilvpractices.

In recognition of Sapsizian’s extensive coopergtthe court sentenced Sapsizian
only to thirty months in a U.S. prison. Withouistikooperation, his prison sentence would likely
have almost doubled under the applicable sentemgiidglines. Following Sapsizian’s
cooperation, the company negotiated a $137 milettiement with the Justice Department and
the SEC to resolve the criminal investigation agldted civil proceedings concerning Alcatel's
worldwide sales practices. Nearly five years dfisrarrest, Sapsizian was released from prison
in March 2011.

The Sapsizian case exemplifies a prosecutogattthat we believe will intensify
in the coming months and years. The U.S. JustegaB@ment has advanced aggressive theories
of U.S. criminal law that would allow for proseauriof companies and individuals involved in
nearly any business transaction that has any ctiondo the United States. If a payment in
furtherance of a bribery scheme passes throughitadJ&tates bank, the Justice Department will
not hesitate to bring charges against those reggenwherever they may be. The same is true

if someone involved in a bribery scheme sends amaigor a fax transmission or makes a



telephone call to or through the United Statesd Amne person in the scheme becomes subject
to criminal jurisdiction in the United States, thigy allow the government to assert criminal
jurisdiction over everyone else in the scheme utitetheory that they are all co-conspirators.
With the advances of modern-day technology, itleser been easier to become the target of
criminal prosecutors in the United States.

Through diplomacy, the United States has remawady obstacles that once
made the question of long-arm prosecutions inttearetical exercise. At the United States’

behest, foreign countries have agreed:

to make critical evidence available through mutegél assistance treaties;
* to set aside bank secrecy statutes and otherpogdeges that would otherwise preclude
the production of sensitive information neededeteeal the existence of foreign bribery;
» to allow for the extradition of individuals accuseitforeign bribery to the United States;
and
» to enter into treaties in which each member couagmges to adopt foreign bribery laws
and to enforce them vigorously.
The United States now has an unprecedented ataliptain the evidence necessary to
prosecute and, just as importantly, to force foreigmpanies and citizens to appear in an
American court.

None of this would be possible if the world’swien foreign bribery had not
undergone a seismic shift. From 1977 until 198& RCPA essentially stood as the world’s only
anti-foreign bribery law and the United States Wasded in many circles for enacting what was
characterized as an idealistic and imperialisticicral statute. Foreign bribery was widely

viewed as a cost of doing business and, in mangtdes, was expressly permitted to be written



off as a tax deduction. When it stood alone, thédd States had limited ability to persuade
other countries to provide the cooperation it ndeidebring indictments against non-U.S.
companies and individuals.

That began to change in December 1997 when {fattycountries, including
many of the world’s major economic powers, sigireel@ECD Convention on Combating
Bribery of Foreign Public Officials In InternatidnBusiness Transactions (‘OECD
Convention”). In the OECD Convention, each coumtgyeed to criminalize foreign bribery.
These countries further agreed to cooperate imthestigation of foreign bribery, to make
foreign bribery a predicate act for any money laarimdy statute in their country, and to extradite
individuals accused of foreign bribery. With trarant of the OECD Convention and similar
treaties that followed, it could no longer be cladrthat the criminalization of foreign bribery
was a quixotic American notion.

As to be expected for such a monumental shiftas taken the better part of a
decade for much of the rest of the world to devéeplegislative framework, the prosecutorial
expertise, and the will to prosecute foreign bybefor example, twelve years after it became a
signatory to the OECD Convention, the United Kingdoassed the UK Bribery Act, a
comprehensive anti-bribery statute that replacedg#tchwork set of laws that it previously
applied to foreign bribery. Non-U.S. countries édegun prosecuting foreign bribery and have
been doing so successfully. It is not an anontay the investigation leading to the largest
FCPA settlement to date — the $1.6 billion settleiiyy Siemens AG — was initiated by Munich
prosecutors, not U.S. prosecutors.

The United States, however, still leads the worltbreign bribery prosecutions.

Last year, Lanny Breuer, the Assistant Attorney €ahin charge of the Justice Department’s



Criminal Division, reported that the United Statess pursuing more than 140 FCPA
investigations. In 2009 and 2010, the United States indicted more than fifty individuals. In
2010 alone, the Justice Department and the SEl@&ettiforcement actions with non-U.S.
companies requiring fines, penalties, and/or diggarent in the amounts of $400 million (BAE
Systems plc), $365 million (Snamprogetti NetheraBadV.), $338 million (Technip S.A.), $185
million (Daimler AG), and $58 million (ABB Ltd.).

Emboldened by its successes, the Justice Departrow is willing to use some
of its sharper investigative tools in pursuing fgrebribery investigations. For instance, at the
end of 2009, the Justice Department brought inddatisiagainst 22 individuals, including
citizens from the United Kingdom and Israel, whadsailitary and law enforcement products.
These individuals were charged with conspiringribédan African official in an attempt to win
lucrative government contracts.

This case, however, had been a set-up from thetieg. There was no African
government official and there was no contract tevba. Two undercover law enforcement
agents pretended to be intermediaries for an Afraféicial while they sought to build criminal
cases against the investigation’s targets. In centimg on these indictments, Breuer stated that
“[tlhe message is that we are going to bring alittnovations of our organized crime and drug
war cases to the fight against white-collar crinsrfa

With the passage of the Dodd-Frank Wall StreéoRe and Consumer
Protection Act, the United States has also dangjtpulficant financial incentives for employees
of companies, both domestic and abroad, to rep@ience of foreign bribery. In particular,
Congress has established a bounty program allowimistleblowers with original information

about violations of U.S. securities laws (includiogeign bribery laws) to recover no less than

2 Diana B. Henrique$;BI Charges Arms Sellers with Foreign Brib&kY. Times, Jan. 21, 2010, at A3.
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10 percent and no more than 30 percent of thedgd®rnment’s ultimate recovery in any
prosecution or settlement. To put this numberearspective, in a billion dollar foreign bribery
case, a whistleblower might be entitled to receisenuch as $300 million from the U.S.
government. In the smallest cases eligible foréveard (cases with a recovery of $1 million), a
whistleblower could still earn between $100,000 $860,000.

Although there are statutory and administratiretations on who can recover (a
whistleblower is out of luck if he or she is corteid in the bribery scheme, for instance), there
are usually a number of people in every case Wighkhowledge and now the strong incentive to
report the company to the Justice Department. Byegls may see little downside to providing
information to the U.S. government and the newéaen allows them to do so anonymously.
Indeed, it would be unsurprising if these finanamglentives caused plaintiffs’ lawyers to search
out potential whistleblowers in the hopes of seaya relatively easy payout.

The new bounty program will therefore increasephessure on international
companies. Prior to this program, generally spagkihere was no compelling reason or
incentive for whistleblowers to turn to the Unit8thtes government, particularly when the
information was about an international company th&mnot seem to have any significant
connection to the United States. That will notroe anymore. Blowing the whistle to the
United States government might be viewed as attickéhe lottery, inexpensive to play and very
lucrative to win.

As the United States has gained the power taupuigeign companies and
citizens, however, it must be selective in the sasprosecutes. Despite the 2007 creation of a
team of FBI agents dedicated to investigating tprdaribery, the United States does not have

unlimited resources. The United States must pickanhoose the cases that it believes will



create the greatest impact in the fight againsteoy. Although a significant risk of prosecution
exists for any non-U.S. company or individual inkgd in a bribery scheme touching the United
States, an examination of existing cases providestaresting look at how the Justice
Department has exercised its prosecutorial digoretlf what's past is prologue, those at a
greater risk of prosecution may include:

e companies whose securities are traded in the USitatks;

e companies in industries with widespread corruption;

» middlemen who facilitate bribe payments;

» companies whose prosecution might be used to semkaage; and

* non-U.S. citizens affiliated with any company wathy U.S. connection.

Companies Whose Securities Are Traded in the dr8tates

The Justice Department has closely scrutinizedw&. companies with
securities registered with the SEC and traded drSa stock exchange. The Justice Department
first filed FCPA charges against a foreign isstie®,Norwegian oil company Statoil ASA, in
October 2006. Statoil, whose securities were ttamethe New York Stock Exchange in the
form of American Depository Receipts, was chargeden the FCPA with bribing a foreign
official and with falsifying its books and record$he United States alleged that Statoil had paid
$5.2 million to an Iranian government official inder to obtain a participation interest in the
development of an Iranian state-owned oll field.

In describing the charges against Statoil, onéosdustice Department official

warned that “the Department will not hesitate téoere the FCPA against foreign-owned



companies, just as it does against American corepdhi Statoil settled the case by entering
into a deferred prosecution agreement in whiclyiiead to pay a penalty of $10.5 million,
employ a corporate monitor satisfactory to theidaddepartment for three years, and cooperate
fully with the Justice Department’s investigatioGtatoil upheld its end of the bargain and the
Justice Department dropped the charges in 20009.

The Statoil case illustrates another dangemf@rnational companies listed on a
U.S. stock exchange. U.S. law requires any suaofpeay to “make and keep books, records
and accounts, which, in reasonable detail, acdyratel fairly reflect the transactions and
dispositions of the assets of the [company].” 15.8. § 78m(b)(2)(A). Criminal liability can
arise for any company or person who knowingly amgents or knowingly fails to implement a
system of internal accounting controls or knowinigligifies any such book, record, or account.
15 U.S.C. 8 78m(b)(5). Because Statoil recordeddtibe payments as commissions and not as
bribe payments, the Justice Department chargediBiath falsifying its books and records.

Since October 2006, the Justice Department haseputed numerous foreign
companies listed on an American stock exchangeeir subsidiaries. The Justice Department
believes that any company that has enjoyed thefileonéthe U.S. capital markets also bears the
burden of complying with United States law. Itibeks the same is true foreign executives
who work for U.S. corporations or for foreign corations that trade on U.S. exchangés.”

Indeed, prosecutions of non-U.S. companies andlh8n<itizens in these circumstances have

8 Alice S. Fisher, Assistant Attorney General, diStates Department of Justice, Remarks at theiéame

Bar Association National Institute on the Foreigor@pt Practices Act (Oct. 16, 2006).
4 Lanny A. Breuer, Assistant Attorney General, ©diStates Department of Justicd, Russia and
Commonwealth of Independent States Summit on Aoti@ption (March 16, 2011).
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become so commonplace that Breuer recently reféorltem as “traditional[]” FCPA
prosecutions.

Companies in Industries with Widespread Corruption

The Justice Department has begun targeting indsshot just individual
companies, in which widespread corruption is suggecOn November 12, 2009, Assistant
Attorney General Breuer announced that the JuBtagartment would be focusing on
prosecuting commercial bribery in the pharmaceuirchbustry. One advantage of an industry-
wide investigation is to level the competitive ptayfield and prevent some companies within
an industry from gaining a competitive advantagermthers through the use of corrupt
payments. A non-U.S. company in a targeted inglustiherefore at a heightened risk of
prosecution if it is gaining an advantage over &..dompany by paying bribes.

In announcing the initiative against the pharmacauindustry, Breuer described
some of the reasons why an industry may be tardstelde Justice Department. The
pharmaceutical industry often has to operate imtrtaes where the health systems are regulated,
operated and financed by foreign governments. rRéaeeutical companies therefore have to
deal extensively with foreign government officialsd, depending on the culture of the particular
country, may be expected to bribe in order to obtairetain business.

In some ways, this Justice Department initiatsveot new. Even without a
concerted effort in the past to target industies§. investigations have tended to gravitate to
those industries in which corruption is perceivede extensive, including oil and gas,
telecommunications, and government contractindne datural result of those efforts resulted in
the prosecution of non-U.S. companies such asibtatte expect the Justice Department to

include non-U.S. companies in any industry-wideestigation.

5 Id.
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The Middleman

There are indications that the Justice Departnsantreasingly looking to charge
non-U.S. citizens used by companies to pay bridé® Justice Department has recognized that
the use of intermediaries is often essential tA@erican company’s ability to hide the
existence of bribe payments. Without a middlentlaa existence of bribe payments would be
apparent to inside or outside auditors or to anyse who might examine the company’s books
and records. By making an example of non-U.Srimégliaries, the Justice Department may
force foreign citizens to think twice before agregeto help companies bribe.

Jeffrey Tesler, a sixty-two year old English sibdir, is one example of a non-U.S.
intermediary charged with violating the FCPA. Beslas indicted for allegedly directing bribe
payments to Nigerian government officials on beb&H joint venture seeking to secure
lucrative contracts with a second joint venturetodted by the Nigerian government. One
member of the joint venture represented by Tesés the American company Kellogg, Brown
& Root, Inc., which is headquartered in Texas. Justice Department principally used this
connection to assert criminal jurisdiction over [Eesind to bring the indictment against Tesler
in Houston. As in the Sapsizian case, the indiatro#es the same types of tenuous connections
to the United States — wire transfers through U&biks and an e-mail sent to Tesler from a
server in Houston — as a basis for asserting jigtisd. Tesler was extradited to the United
States by his own country and has subsequentlgg@deguilty to two FCPA charges.

Companies Whose Prosecution Would Send a Message

The Justice Department also appears to take a aggressive stance when it
believes that instances of foreign bribery arelr@hg investigated aggressively enough by other

countries with stronger connections to the undegyonduct. For instance, after the United
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Kingdom announced in 2006 that it was suspendinmiglaly publicized foreign bribery
investigation of BAE Systems plc for fear of danmggthe country’s diplomatic relations with
Saudi Arabia, the Justice Department filled theduvwy taking up its own investigation and
detaining BAE’s chief executive officer for questing. In February 2010, the Justice
Department charged BAE with defrauding the Unitéatés by failing to fulfill earlier promises
that it would enact a compliance program desigoatktect foreign bribery violations. As part
of the resolution of the case, BAE has agreed yoap®400 million fine to the United States.
BAE also agreed to pay a £30 million fine to thdtekh Kingdom to settle other foreign bribery
investigations not involving Saudi Arabia. If teds an enforcement vacuum in other countries
that have not adopted a foreign bribery law orrexteaggressively enforcing their existing laws,
companies headquartered in those countries andetmg@iloyees potentially represent an
attractive target to the Justice Department.

Individuals Affiliated With Any Company With Any 1$. Connection

When the Justice Department believes that a coynipas engaged in foreign
bribery, its prosecution efforts will not stop witie company. The Justice Department generally
expects to charge individuals with crimes. As A&sit Attorney General Breuer has stated,
“prosecution is a cornerstone of our enforcemematey”® and “for our enforcement efforts to
have real deterrent effect, culpable individualsthe prosecuted and go to jail . .". .The
penalties for individuals can be potentially dea#iafy: the Justice Department obtained an 87-
month prison sentence for an individual convictégdarticipating in a bribery scheme in Panama

and of lying to the U.S. government.

6

2009).
:

Lanny A. Breuer, Address to the 22nd Nationalufroon the Foreign Corrupt Practices Act (Nov. 17,

Lanny A. Breuer, Keynote Address to the Tenth dalriPharmaceutical Regulatory and Compliance
Congress and Best Practices Forum (Nov. 12, 2009).
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The Justice Department has already charged numean-U.S. citizens
employed by or affiliated with both domestic andefign companies. The Justice Department
has brought foreign bribery indictments againsteits from the United Kingdom, France, Italy,
Switzerland, the Netherlands, the Czech Repuldjgad, South Korea, Canada, Mexico, Costa
Rica, Israel, and Lebanon. Indictments have beeaght against non-U.S. citizens regardless of
their position in the company. Chief executivaadfs and low-ranking sales agents have been
charged alike.

The Justice Department has also charged employidesut necessarily bringing
charges against the employer. For instance, Bsidge executive Misao Hioki, a Japanese
citizen living in Tokyo, was charged with conspgito pay bribes to government officials so that
Bridgestone, a Japanese company, could obtaindsssin Latin America. To establish the
jurisdictional nexus for the foreign bribery chargge United States relied principally on the
allegation that Hioki and others at Bridgestoneesponded by e-mail with employees of
Bridgestone’s U.S. subsidiary in Houston aboutpisgects which were the subject of the
corrupt payments.

Hioki's case also serves as a powerful reminkiatrrthe U.S. anti-bribery law is
not the only criminal statute to extend beyond W&ders. The Justice Department discovered
Hioki’s bribery scheme only as a result of a whaltyelated antitrust investigation. In that
investigation, the Justice Department’s Antitrustiflon was examining whether Hioki had
agreed with others to fix prices in the marine hoseket in the United States and elsewhere. As
a result of that antitrust investigation, Hioki wasarged with conspiring to violate the U.S.
antitrust law known as the Sherman Antitrust Aat] éhe Antitrust Division referred the

evidence of bribery to the Justice Department’siéi@ection, which is responsible for
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conducting foreign bribery investigations. Hiokeaded guilty to both the antitrust and bribery
charges and served a two-year sentence in a fguesah in California. Almost a year after

Hioki finished serving his prison sentence, theidaDepartment then charged Bridgestone with
antitrust and FCPA violations, to which Bridgest@headed guilty and agreed to pay $28

million in criminal fines.

The Agony of Being Investigated

Anyone who draws scrutiny from the Justice Dapartt will find the experience
both costly and uncomfortable. There are the al/imsts. Companies see million and billion
dollar settlements and have to worry whether thheynaxt. An indictment can bring substantial
reputational risk, threaten the company’s finanstability, and, in some cases, cause the demise
of the company. Individuals have to worry if thewn country will seek to prosecute them or
extradite them to the United States. Even if iidlials do not fear prosecution in their home
country, they run the risk of being arrested angrisoned every time they travel abroad. For an
individual, the existence of a sealed arrest wamwa@an Interpol Red Notice is usually not clear
until after the police have arrived.

There are substantial costs that many compaoie®tdanticipate when they
become enmeshed in a foreign bribery investigatieor. instance, the Justice Department has
stated that it will provide credit, in the formlehiency, to companies that cooperate in the
investigation of misconduct. It is therefore oftarthe best interest of companies to conduct
their own internal investigations into potentialseonduct. Although the scope of the
investigation will depend on individual circumstascan internal investigation team will

typically interview employees and any other induads with knowledge of the relevant conduct,
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examine all of the related documents (includingabmand analyze the company'’s financial
records.

These investigations, which require the retentibexperienced lawyers and
forensic accountants, can be time-consuming, distigy and expensive for the company. In the
most extraordinary case, Siemens paid several bdrdillion dollars to a private law firm and
an accounting firm to conduct a two-year intermaesstigation. Of course, an internal
investigation of a conglomerate such as Siemerth, 440,000 employees spread throughout the
world and facing allegations of systematic corroptiis not the ordinary situation confronting
most companies.

Even for Siemens, its large investment paid #fand three of its subsidiaries
still had to plead guilty to FCPA violations. kdhto pay €596 million to the public prosecutor
in Munich and another $350 million in the disgorgarof profits to the SEC. Because of
Siemens’ cooperation arrdnumber of other factors (including the paymemsn®ns had to
make to other regulatory authorities), however,Jhgtice Department agreed to accept a
criminal fine of $450 million, far less than theéminal fine of $1.35 billion to $2.7 billion that
U.S. sentencing guidelines otherwise would havermeaended.

When wrongdoing is discovered, companies oftek senon-prosecution or
deferred prosecution agreement with the Justicexfdeent in the hopes of dissuading the
Justice Department from pursuing a criminal conerc(as it did in the case of Siemens). In a
deferred prosecution agreement, the Justice Depattwill file criminal charges against the
company in a formal court pleading, but agree ferdine prosecution for a set period of time
(usually a number of years). In return, the conygagpically must agree to (1) cooperate with

the government’s investigation; (2) admit factswimg the company engaged in a criminal
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offense; (3) pay a criminal fine or penalty; (4jremder any gains won from illegal acts; and (5)
undertake a series of reforms. A non-prosecutgraeanent is structured in the same way,
except that criminal charges will not usually Hediwith a court.

These agreements often benefit the company atlausignificant cost. If the
Justice Department is satisfied with the compapgidormance during the term of a deferred
prosecution agreement, it will move to dismisschminal charges. If the company breaches
the agreement, on the other hand, the Justice Degatr will be free to pursue a criminal
conviction. In that situation, the company hattelichance of success at trial because it has
already admitted that it engaged in criminal atfiviNeedless to say, once a company enters
into an agreement with the Justice Department,dbiaipany does not have a significant amount
of negotiating leverage.

Even if the company is successful in obtainimgpa- or deferred prosecution
agreement, the unanticipated and significant costisgovernment involvement do not
necessarily end. The Justice Department often ddsnidat the company agree to hire a
“monitor” — a third party mutually agreeable to #t@mpany and the Justice Department — whose
job will be to examine the company’s complianceordcand policies and to recommend reforms,
all at the company’s expense. The monitor, whotrbegetained for a specific number of years,
periodically reports its findings and recommendadito both the company and the Justice
Department. The monitor also reports to the Jaddepartment whether the company accepts or
rejects the monitor’'s recommendations. The Jufigeartment then considers the company’s
response to those suggestions in considering whiiteeompany has fulfilled its end of the

agreement. Whether a monitor will be imposed ddpem the case: with more frequency,
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defense lawyers have been successful in arguirgsadghe installation of a monitor. It remains
to be seen whether that will be true in the future.

The Best Defense: A Strong Compliance Program

To avoid the trauma of an investigation and pidéprosecution, all prudent
company lawyers need to act to protect their congsaand themselves. For any company, a
well-conceived and well-executed compliance progigthe best protection against a foreign
bribery investigation. Such a program demonstratélse Justice Department that the company
is a responsible citizen and that the company'sioelldoes not encourage and is not conducive
to misconduct. It also shows that the companyat@snpted to uncover any bribery by its
employees and, even if the company’s efforts aseicressful, it will show the Justice
Department and other prosecutors that the compasalstrong system of internal controls
designed to prevent misconduct. If bribery is digred within the company, the company
needs to consult with counsel and take correcttiemimmediately.

The content of an appropriate compliance progiapends on the company’s
circumstances. Compliance programs typically idelgignificant training for employees about
the prohibitions against bribery, rigorous auditofghe company’s financial records, a careful
examination of the company’s use of consultantssatidontractors, and a deep understanding
of its contracts in countries with a higher riskooibery. The Justice Department has
specifically warned companies to be aware of “tagdd” when negotiating a business
relationship with a joint venture partner or anrgga a foreign country. Those red flags include:

* unusual payment patterns or financial arrangements;

» a history of corruption in the country where theibess is sought;
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» arefusal by a foreign partner or agent to proadertification that it will not engage in
bribery;

* unusually high or commercially unreasonable comiomnss

» alack of transparency in expenses and accourgrayds;

* an apparent lack of qualifications on the parthef joint venture partner or agent to
perform the services offered; and

» whether the joint venture partner or agent has beemmmended by an official of the
potential governmental customer.

As a starting point, any responsible compliancgmm must be attuned to these types of issues.

Foreign bribery cannot be the only focus of a pany’s compliance program.

Any reasonable compliance program must be designddtect a broad array of criminal
conduct. In addition to foreign bribery, exampbté4).S. laws that could apply extraterritorially
include criminal statutes involving antitrust, mgiaundering, export and import control,
terrorism, government contracts, corporate espienagd any type of fraud.

There is no one-size-fits-all compliance programhat is appropriate for a large
company may not be so for a smaller company. Wéheppropriate for some industries may not
be so for others. However, if there is evidencbrdiery or other wrongdoing in a company, one
of the Justice Department’s first questions wilMdgether the company had a compliance
program and, if so, why it did not work. The absepf an effective compliance program places
the company in a precarious position at the sfeahg investigation.

When a company learns internally of a foreigméry issue or that the U.S.
government has begun a foreign bribery investigatioere are many complex judgments that

must be made on how to proceed. The company wilabed with issues of whether to self-
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report to the U.S. government or to any other govent, whether to cooperate with the U.S.
prosecutorial authorities, how to define the scopany internal investigation, how to comply
with the law in its own country (including datayacy laws) in conducting any investigation,
whether to take disciplinary action against any leyges, whether the company’s compliance
policies and procedures need to be revised, anthehthere are reporting obligations to outside
auditors or in securities filings. And the listagoon. The only certainty is that a company with a
strong compliance program will fare better in tinel.e This is especially true in this era of

aggressive foreign bribery investigations in thetébh States.
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